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INTISARI

Perkembangan teknologi informasi yang semakin pesat menyebabkan
meningkatnya ancaman keamanan jaringan, mendorong administrator jaringan
untuk meningkatkan layanan perlindungan terhadap ancaman yang berasal dari
luar. Hal ini ditandai dengan banyaknya kasus pencurian data dan akses tidak sah.
Oleh karena itu, penelitian ini bertujuan mengoptimalkan keamanan jaringan
melalui penerapan firewall pfSense dan Intrusion Detection Sistem (IDS) Snort
pada lingkungan simulasi small office network. Metode yang digunakan adalah
Network Development Life Cycle (NDLC). Pada tahap implementasi, dilakukan
konfigurasi pembagian segmentasi antarmuka (interface), penerapan aturan firewall
(firewall rules), serta integrasi IDS Snort pada setiap segmen jaringan. Selanjutnya,
dilakukan pengujian penetrasi (penetration testing) menggunakan beberapa alat
simulasi serangan. Hasil pengujian menunjukkan bahwa integrasi pfSense dan
Snort berhasil melakukan pemantauan dan pemblokiran otomatis ketika jaringan
diserang, termasuk serangan Port Scanning, Denial of Service (DoS), dan Brute
Force.

Kata Kunci: PfSense, Firewall, IDS, Snort, Keamanan Jaringan
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ABSTRACT

The rapid advancement of information technology has led to an increase in
network security threats, encouraging network administrators to improve network
services and protection against external threats. Numerous cases of data theft and
unauthorized access have highlighted the need for stronger security measures.
Therefore, this study aims to optimize network security through the implementation
of a pfSense firewall and the Snort Intrusion Detection Sistem (IDS) in a Small
Office Network simulation environment. The method used is the Network
Development Life Cycle (NDLC). During the implementation phase, network
segmentation between interfaces was configured, firewall rules were applied, and
Snort IDS was integrated into each network interface. Furthermore, security testing
was conducted using several attack tools to simulate network attacks. The testing
results demonstrate that the integration of the pfSense firewall and Snort
successfully monitors and automatically blocks malicious activities, including Port

Scanning, Denial of Service (DoS), and Brute Force attacks.

Keyword : PfSense, Firewall, Snort, IDS, Network Security
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