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INTISARI 

 

Perkembangan teknologi kecerdasan buatan telah memungkinkan 

pembuatan konten manipulasi wajah yang dikenal sebagai deepfake, yang 

berpotensi menimbulkan dampak serius seperti penyebaran informasi palsu, 

penipuan digital, dan ancaman terhadap privasi individu. Meskipun model deep 

learning mampu mendeteksi deepfake dengan akurasi tinggi, sifat black-box dari 

model tersebut menyebabkan sulitnya memahami proses pengambilan keputusan 

yang dihasilkan. Penelitian ini bertujuan untuk mengembangkan sistem deteksi 

deepfake berbasis arsitektur Xception dengan pendekatan transfer learning dan 

fine-tuning, serta menerapkan metode Explainable Artificial Intelligence (XAI) 

menggunakan teknik Gradient-weighted Class Activation Mapping (Grad-CAM) 

untuk meningkatkan transparansi model. Dataset yang digunakan adalah CelebDF-

V2 yang terdiri dari 20.000 citra wajah asli dan deepfake, dengan tahapan praproses 

meliputi resampling, face cropping menggunakan MTCNN, dan augmentasi data. 

Hasil evaluasi menunjukkan bahwa model berhasil mencapai akurasi sebesar 

93,6%, nilai recall kelas Fake sebesar 0,98, dan nilai AUC sebesar 0,9888, yang 

mengindikasikan kemampuan diskriminasi model yang sangat baik. Visualisasi 

Grad-CAM membuktikan bahwa model memfokuskan perhatiannya pada area 

wajah yang relevan secara semantik dalam proses klasifikasi, sehingga 

meningkatkan interpretabilitas dan kepercayaan terhadap sistem. Hasil penelitian 

ini dapat dimanfaatkan oleh peneliti, praktisi keamanan digital, jurnalis, serta 

penegak hukum dalam upaya verifikasi keaslian konten visual di era kecerdasan 

buatan. 

 

Kata kunci: Deepfake, Xception, Deep Learning, Grad-CAM, Explainable 

Artificial Intelligence 
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ABSTRACT 

 

The advancement of artificial intelligence technology has enabled the 

creation of manipulated facial content known as deepfake, which poses serious 

threats such as the spread of misinformation, digital fraud, and violations of 

individual privacy. Although deep learning models are capable of detecting 

deepfakes with high accuracy, the black-box nature of these models makes it 

difficult to understand their decision-making process. This study aims to develop a 

deepfake detection system based on the Xception architecture using transfer 

learning and fine-tuning approaches, and to apply an Explainable Artificial 

Intelligence (XAI) method through Gradient-weighted Class Activation Mapping 

(Grad-CAM) to enhance model transparency. The dataset used is CelebDF-V2, 

consisting of 20,000 real and deepfake facial images, with preprocessing stages 

including resampling, face cropping using MTCNN, and data augmentation. 

Evaluation results show that the model achieved an accuracy of 93,6%, a recall of 

0.98 for the Fake class, and an AUC value of 0.9888, indicating excellent 

discriminative capability. Grad-CAM visualizations confirm that the model focuses 

its attention on semantically relevant facial regions during classification, thereby 

improving interpretability and trustworthiness of the system. The findings of this 

study can be utilized by researchers, digital security practitioners, journalists, and 

law enforcement agencies in verifying the authenticity of visual content in the era 

of artificial intelligence. 

 

Keyword: Deepfake, Xception, Deep Learning, Grad-CAM, Explainable Artificial 

Intelligence


