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INTISARI 

Perkembangan teknologi informasi telah meningkatkan penggunaan 

internet secara luas, namun juga diikuti dengan meningkatnya ancaman keamanan 

siber, salah satunya website phishing. Website phishing merupakan situs palsu yang 

dirancang menyerupai situs resmi untuk memperoleh informasi sensitif pengguna, 

seperti username, password, dan data finansial. Metode deteksi konvensional 

seperti blacklist dan rule-based detection dinilai kurang efektif dalam mendeteksi 

URL phishing baru, sehingga diperlukan pendekatan yang lebih adaptif melalui 

penerapan machine learning.  

Penelitian ini bertujuan untuk mengembangkan model deteksi website 

phishing berbasis analisis struktur URL menggunakan algoritma machine learning. 

Algoritma yang digunakan dalam penelitian ini adalah XGBoost, LightGBM, dan 

Random Forest. Metode penelitian meliputi pengumpulan dataset, exploratory data 

analysis (EDA), data preprocessing, pembagian dataset dengan rasio 80:20, 

pelatihan model, evaluasi performa, serta analisis perbandingan antar algoritma. 

Evaluasi model dilakukan menggunakan metrik Accuracy, Precision, Recall, F1-

Score, dan AUC-ROC serta divalidasi dengan metode 5-Fold Cross Validation.  

Hasil penelitian menunjukkan bahwa seluruh algoritma memiliki performa 

yang sangat baik dalam mendeteksi website phishing. Algoritma LightGBM 

memperoleh hasil terbaik dengan accuracy sebesar 97,01%, precision 96,82%, 

recall 97,86%, F1-score 97,33%, dan AUC-ROC 99,69%. Berdasarkan hasil 

tersebut, LightGBM dinilai sebagai model paling optimal dalam mendeteksi 

website phishing berbasis analisis struktur URL. 

Kata Kunci: Website Phishing, Struktur URL, Machine Learning, LightGBM, 

XGBoost, Random Forest.
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ABSTRACT 

The rapid development of information technology has increased internet 

usage significantly, but it has also led to growing cybersecurity threats, one of 

which is phishing websites. Phishing websites are fraudulent websites designed to 

imitate legitimate websites in order to obtain sensitive user information such as 

usernames, passwords, and financial data. Conventional detection methods such as 

blacklist and rule-based detection are considered less effective in identifying new 

phishing URLs, therefore a more adaptive approach is needed through machine 

learning implementation.  

This study aims to develop a phishing website detection model based on 

URL structure analysis using machine learning algorithms. The algorithms 

implemented in this research are XGBoost, LightGBM, and Random Forest. The 

research methodology includes dataset collection, exploratory data analysis 

(EDA), data preprocessing, dataset splitting using an 80:20 ratio, model training, 

performance evaluation, and comparative analysis among algorithms. Model 

evaluation is conducted using Accuracy, Precision, Recall, F1-Score, and AUC-

ROC metrics and validated using 5-Fold Cross Validation.  

The results show that all algorithms achieved excellent performance in 

phishing website detection. LightGBM obtained the best performance with an 

accuracy of 97.01%, precision of 96.82%, recall of 97.86%, F1-score of 97.33%, 

and AUC-ROC of 99.69%. Based on these results, LightGBM is considered the most 

optimal model for phishing website detection based on URL structure analysis. 

Keywords: Phishing Website, URL Structure, Machine Learning, LightGBM, 

XGBoost, Random Forest.  


