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INTISARI

Sistem Flight Information Display System (FIDS) di Yogyakarta
International Airport memiliki peran penting dalam menyampaikan informasi
penerbangan secara real-time kepada penumpang. Ketergantungan sistem terhadap
infrastruktur jaringan menyebabkan potensi gangguan seperti luasnya broadcast
domain, kurangnya segmentasi trafik, serta risiko single point of failure yang dapat
menurunkan keandalan dan ketersediaan layanan. Kondisi tersebut berpotensi
menghambat distribusi informasi dan memengaruhi kualitas pelayanan operasional
bandara.

Penelitian ini bertujuan merancang arsitektur jaringan tersegmentasi untuk
meningkatkan keandalan dan kemudahan maintenance sistem FIDS. Metode yang
digunakan meliputi analisis sistem eksisting, identifikasi kebutuhan jaringan,
perancangan topologi tiga layer (Core, Distribution, Access), implementasi
segmentasi menggunakan Virtual Local Area Network (VLAN), konfigurasi inter-
VLAN routing berbasis Switch Virtual Interface (SVI), penerapan Access Control
List (ACL), serta simulasi redundansi menggunakan Spanning Tree Protocol (STP)
melalui Cisco Packet Tracer. Pengujian dilakukan terhadap konektivitas,
pembatasan akses, serta skenario failover dan recovery.

Hasil penelitian menunjukkan bahwa segmentasi VLAN berhasil
mengisolasi trafik sesuai fungsi perangkat, ACL mampu membatasi akses ke server
FIDS secara terkontrol, dan STP memungkinkan failover otomatis saat terjadi
gangguan jalur komunikasi. Rancangan ini meningkatkan stabilitas, keamanan, dan
ketersediaan layanan FIDS serta dapat dimanfaatkan sebagai model referensi dalam

pengembangan infrastruktur jaringan sistem informasi penerbangan.

Kata kunci: FIDS, segmentasi jaringan, VLAN, reliabilitas jaringan, Spanning

Tree Protocol.
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ABSTRACT

The Flight Information Display System (FIDS) at Yogyakarta International
Airport plays a crucial role in delivering real-time flight information to passengers.
The system’s dependency on network infrastructure introduces potential issues
such as large broadcast domains, insufficient traffic segmentation, and single
points of failure, which may reduce reliability and service availability. These
conditions can disrupt information distribution and affect overall airport

operational performance.

This study aims to design a segmented network architecture to improve the
reliability and maintainability of the FIDS system. The research methodology
includes analysis of the existing system, identification of network requirements,
design of a three-layer topology (Core, Distribution, Access), implementation of
Virtual Local Area Network (VLAN) segmentation, configuration of inter-VLAN
routing using Switch Virtual Interface (SVI), application of Access Control Lists
(ACL), and redundancy simulation using Spanning Tree Protocol (STP) in Cisco
Packet Tracer. Testing was conducted on connectivity, access control enforcement,

and failover-recovery scenarios.

The results indicate that VLAN segmentation effectively isolates traffic
based on device functions, ACL policies successfully restrict access to the FIDS
server, and STP enables automatic failover during link failures. The proposed
design enhances stability, security, and service availability of the FIDS system and

can serve as a reference model for airport information network development.

Keyword: FIDS, network segmentation, VLAN, network reliability, Spanning

Tree Protocol
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