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INTISARI

Perkembangan Teknologi Artificial Intelligence(Al) khususnya deepfake
menimbulkan berbagai permasalahan seperti penyebaran informasi palsu,
manipulasi media digital, penipuan identitas, dan penyalahgunaan konten visual.
Deepfake mampu memanipulasi wajah manusia pada gambar maupun video
sehingga sulit dibedakan dari konten asli. Kondisi ini dapat menurunkan tingkat
kepercayaan masyarakat terhadap media digital da berpotensi menimbulkan
dampak negatif pada keamanan informasi. Oleh karena itu, diperlukan sistem
deteksi otomatis yang mampu mengidentifikasi konten deepfake secara akurat.

Penelitian ini bertujuan untuk membangun sistem deteksi deepfake berbasis
Convolutional Neural Network(CNN) menggunakan arsitektur XceptionNet dan
EfficientNet-BO dengan pendekatan Transfer Learning. Dataset yang digunakan
berasal dari kaggle berupa video Real dan Fake yang kemudian di ekstraksi menjadi
frame gambar wajah. Tahapan penelitian meliputi Preprocessing Data, Resize
Image, Normalisasi, Data Augmentation dan Data Tanpa Augmentation, Training
Model, Fine Tuning, Evaluasi Model, Hingga Implementasi ke aplikasi Web
berbasis Gradio. Evaluasi dilakukan menggunakan metrik accuracy, precision,
recall, F1-Score, Confusion Matrix, dan Inference Time.

Hasil Penelitian Menunjukan bahwa penggunaan data augmentation dan fine
tuning mampu meningkatkan performa model dalam mendeteksi deepfake. Model
terbaik diperoleh pada XceptionNet dengan augmentation yang menghasilkan
accuracy sebesar 80%, Lebih baik dibandingkan EfficientNet-BO dengan accuracy
sebesar 77% Penelitian ini berhasil mengimplementasikan klasifikasi sistem deteksi
deepfake berbasis web yang mampu melakukan klasifikasi gambar dan video secara
otomatis. Hasil penelitian ini dapat dimanfaatkan sebagai referensi pengembangan
sistem keamanan digital, vierifikasi media, dan penelitian deteksi deepfake berbasi

Deep Learning.

Kata kunci: Deepfake, CNN, XceptionNet, EfficientNet-B0, Transfer Learning.
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ABSTRACT

The development of Artificial Intelligence (Al) technology, especially
deepfake, has created various problems such as misinformation, digital media
manipulation, identity fraud, and misuse of visual content. Deepfake technology
can manipulate human faces in_images and videos, making them difficult to
distinguish from authentic content. This condition reduces public trust in digital
media and may negatively impact information security. Therefore, an automatic

detection system is needed to accurately identify deepfake content.

This research aims to develop a deepfake detection system based on
Convolutional Neural Network (CNN) using XceptionNet and EfficientNet-B0
architectures with a transfer learning approach. The dataset used was obtained
from Kaggle and consisted of real and fake videos that were extracted into face
image frames. The research stages included data preprocessing, image resizing,
normalization, data augmentation, model training, fine tuning, model evaluation,
and web implementation using Gradio. Model evaluation was conducted using

accuracy, precision, recall, Fl-score, confusion matrix, and inference time metrics.

The results showed that the use of data augmentation and fine tuning
improved the model performance in detecting deepfake content. The best
performance was achieved by XceptionNet with augmentation, obtaining an
accuracy of 80%, outperforming EfficientNet-B0O with an accuracy of 77%. This
research successfully implemented a web-based deepfake detection system capable
of automatically classifying images and videos. The results of this study can be used
as a reference for developing digital security systems, media verification, and future

deepfake detection research based on deep learning.

Keyword: Deepfake, CNN, XceptionNet, EfficientNet-B0, Transfer Learning.
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