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INTISARI

Penelitian ini menganalisis aktivitas lalu lintas jaringan malware Emotet
pada sistem operasi Windows menggunakan Wireshark melalui metode packet
analysis dalam lingkungan terisolasi. Hasil analisis menunjukkan bahwa sistem
melakukan komunikasi dengan beberapa alamat IP eksternal melalui protokol
TCP, HTTP, dan HTTPS menggunakan port 80 dan 443 dengan pola komunikasi
berulang (beaconing), session komunikasi aktif, payload terenkripsi, serta
komunikasi multi-destination yang mengindikasikan mekanisme Command and
Control (C2). Aktivitas komunikasi tersebut menunjukkan indikasi kompromi
sistem berupa komunikasi otomatis, potensi data exfiltration serta pengendalian
sistem dari jarak jauh yang berdampak pada aspek Confidentiality, Integrity, dan
Availability (CIA). Hasil penelitian menunjukkan bahwa analisis packet capture
menggunakan Wireshark mampu mengidentifikasi karakteristik komunikasi
malware Emotet serta indikator kompromi jaringan secara sistematis berdasarkan

pola lalu lintas jaringan yang terdeteksi.

Kata kunci: Network Traffic Analysis, Indicator of Compromise (IoC), Command
and Control (C2), Wireshark, CIA Triad
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ABSTRACT

This study analyzed the traffic activity of the Emotet malware network on
the Windows operating system using Wireshark through the packet analysis
method in an isolated environment. The results of the analysis showed that the
system communicated with several external IP addresses through TCP, HTTP,
and HTTPS protocols using ports 80 and 443 with a pattern of repeated
communication (beaconing), active communication sessions, encrypted payloads,
and multi-destination communication indicating the Command and Control (C2)
mechanism. These communication activities show indications of system
compromise in the form of automatic communication, potential data exfiltration
and remote system control which has an impact on the aspects of Confidentiality,
Integrity, and Availability (CIA). The results showed that packet capture analysis
using Wireshark was able to identify the communication characteristics of the
Emotet malware as well as network compromise indicators systematically based

on the detected network traffic patterns.

Keyword:
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