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INTISARI

Perkembangan teknologi informasi yang pesat membawa dampak positif
sekaligus meningkatkan potensi ancaman keamanan siber, terutama dari
penyebaran malware pada sistem operasi Windows. Jenis malware seperti Remote
Access Trojan (RAT) dengan objek penelitian AgentTesla yang mempunyai
impact untuk mencuri data sensitif, mengendalikan sistem dari jarak jauh, serta
menyembunyikan aktivitas berbahaya melalui teknik packing dan obfuscation.
Ancaman ini menuntut adanya metode analisis yang efektif untuk memahami
perilaku malware dan meningkatkan sistem pertahanan siber.

Penelitian ini menggunakan pendekatan Hybrid Reverse Engineering,
yaitu kombinasi antara analisis statis dan analisis dinamis berbasis lingkungan
isolasi FLARE VM. Lingkungan penelitian dibangun menggunakan sistem virtual
terisolasi yang dilengkapi berbagai alat analisis seperti Detect It Easy (DIE), PE
Studio, x32dbg, Process Hacker, dan FakeNet-NG. Analisis statis digunakan
untuk mengidentifikasi struktur internal dan fungsi berbahaya dalam kode biner
malware, sedangkan analisis dinamis dilakukan untuk mengamati perilaku
runtime malware terhadap sistem dan jaringan.

Hasil penelitian menunjukkan bahwa FLARE VM efektif sebagai platform
analisis hybrid karena mampu mendeteksi dan memahami teknik penyamaran
kode yang digunakan malware. Penelitian ini berhasil mengidentifikasi Indicators
of Compromise (loC) seperti domain, IP, dan aktivitas jaringan yang
mencerminkan perilaku berbahaya. Temuan ini diharapkan dapat menjadi
referensi bagi peneliti, analis keamanan, dan praktisi forensik digital dalam
meningkatkan kemampuan deteksi serta mitigasi ancaman malware di lingkungan

Windows.

Kata kunci: Malware, Reverse Engineering, FLARE VM, Analisis Statis,

Analisis Dinamis.
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ABSTRACT

The rapid development of information technology has brought significant
progress while also increasing cybersecurity threats, particularly from the spread
of malware targeting Windows operating systems. Malware such as Remote
Access Trojan (RAT) for instance, AgentTesla are widely used to steal sensitive
data, gain remote system control, and conceal malicious activities through
packing and obfuscation techniques. These threats highlight the need for effective
analysis methods to understand malware behavior and enhance cybersecurity

defense mechanisms.

This research applies a Hybrid Reverse Engineering approach that
combines both static and dynamic analysis using the FLARE VM isolation
environment. The research environment was built within an isolated virtual
system equipped with several analysis tools such as Detect It Easy (DIE), PE
Studio, x32dbg, Process Hacker, and FakeNet-NG. Static analysis was conducted
to identify internal structures and malicious functions within the malware binary
code, while dynamic analysis observed the malware’s runtime behavior on the

system and network.

The results indicate that FLARE VM is effective as a hybrid analysis
platform capable of detecting and understanding code obfuscation and packing
techniques used by malware. This study successfully identified Indicators of
Compromise (1oC), including domains, IP addresses, and network activities
representing malicious behavior. The findings are expected to serve as a valuable
reference for researchers, security analysts, and digital forensic practitioners in

improving detection capabilities and mitigating malware threats within Windows
environments.

Keywords: Malware, Reverse Engineering, FLARE VM, Static Analysis,
Dynamic Analysis.
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