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INTISARI 

 

Penyalahgunaan nomor telepon untuk penipuan, phishing, impersonation, dan 

pemerasan muncul berulang serta menyebar lintas platform. Pada sistem 

pelaporan berbasis komunitas, laporan yang masuk cenderung tidak seragam, 

mulai dari narasi berbeda-beda, konteks awal minim, dan bukti pendukung sering 

tidak terdokumentasi dengan format yang konsisten. Dampaknya, verifikasi awal 

memakan waktu, penilaian antar pemeriksa mudah berbeda, dan alasan penetapan 

prioritas sulit ditinjau ulang. Penelitian ini menyusun mekanisme Risk-Informed 

Prioritization (RIP) nomor telepon pada fitur Predator Watch di platform SheCure 

dengan memadukan pengayaan konteks berbasis OSINT dan prinsip forensik 

digital tingkat dasar pada penanganan artefak. OSINT dimanfaatkan secara legal 

dan non-intrusif untuk menelusuri jejak publik nomor telepon, lalu setiap temuan 

dicatat sebagai log yang memuat sumber, waktu akses, ringkasan relevansi, serta 

artefak pendukung. Penilaian risiko diterapkan melalui aturan eksplisit 

(prioritisasi) dan heuristik terbatas untuk memetakan indikator laporan, bukti 

digital, serta sinyal OSINT menjadi skor dan klasifikasi risiko relatif 

(Low/Medium/High) yang audit-ready. Hasilnya menunjukkan bahwa pencatatan 

temuan dan artefak yang rapi memperkuat konsistensi mekanisme RIP dan 

memudahkan review karena keputusan terikat pada indikator serta jejak rujukan. 

Kerangka ini bermanfaat bagi platform, moderator, dan komunitas pelapor sebagai 

pola kerja verifikasi awal yang lebih tertata. 

 

Kata kunci: OSINT, Risk-Informed Prioritization, Digital Forensic, Telephone 

Number, Predator Watch, SheCure. 
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ABSTRACT 

 

The misuse of telephone numbers for fraud, phishing, impersonation, and 

extortion recurs and spreads across platforms. In community-based reporting 

systems, incoming reports are often inconsistent, with varying narratives, limited 

initial context, and supporting evidence rarely documented in a standardized 

format. Consequently, early verification is time-consuming, inter-reviewer 

assessments can differ, and the rationale for prioritization decisions is difficult to 

review. This study develops a Risk-Informed Prioritization (RIP) mechanism for 

telephone numbers within the Predator Watch feature on the SheCure platform by 

integrating OSINT-based contextual enrichment and foundational digital forensic 

principles in artifact handling. OSINT is employed legally and non-intrusively to 

trace publicly available traces of telephone numbers, with each finding recorded 

in logs detailing sources, access timestamps, relevance summaries, and 

supporting artifacts. Risk assessment is implemented through explicit rules 

(prioritization) and limited heuristics, mapping report indicators, digital evidence, 

and OSINT signals into audit-ready scores and relative risk classifications 

(Low/Medium/High). Results indicate that systematic logging of findings and 

artifacts strengthens RIP consistency and facilitates review, as decisions are 

grounded in indicators and traceable references. This framework benefits 

platforms, moderators, and reporting communities by providing a more structured 

approach to early verification workflows. 

 

Keyword: OSINT, Risk-Informed Prioritization, Digital Forensic, Telephone 

Number, Predator Watch, SheCure 
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