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INTISARI 

 

Perkembangan teknik obfuscation pada malware modern telah menjadi tantangan 

signifikan bagi sistem keamanan siber, di mana malware mampu menyamarkan 

kode berbahaya untuk menghindari deteksi antivirus tradisional berbasis signature. 

Oleh karena itu, pendekatan analisis dinamis melalui forensik memori menjadi 

solusi alternatif yang krusial. Penelitian ini bertujuan untuk mengkomparasi kinerja 

dua algoritma Supervised Machine Learning, yaitu Support Vector Machine (SVM) 

dan K-Nearest Neighbor (KNN), dalam mendeteksi obfuscated malware. Dataset 

yang digunakan adalah CIC-MalMem-2022 dan MalwareMemoryDump  yang 

berisi fitur-fitur ekstraksi memori dari berbagai jenis malware (Spyware, 

Ransomware, Trojan) dan aplikasi benigna. Metodologi penelitian meliputi tahap 

preprocessing data, normalisasi fitur menggunakan Standard Scaler, dan pelatihan 

model dengan pembagian data latih dan uji sebesar 80:20. Hasil pengujian 

menunjukkan bahwa algoritma [Model Terbaik, misal: SVM] memiliki performa 

yang lebih unggul dengan akurasi mencapai [...%], dibandingkan algoritma [Model 

Lain] yang memperoleh akurasi [...%]. Namun, dari segi waktu komputasi, 

algoritma [Model Tercepat] terbukti lebih efisien. Penelitian ini menyimpulkan 

bahwa metode Machine Learning berbasis memori efektif dalam mengidentifikasi 

malware yang tersamar, dengan [Model Terbaik] sebagai rekomendasi utama untuk 

deteksi yang memprioritaskan akurasi.Kata Kunci: Cyber Security, Obfuscated 

Malware, Machine Learning, Support Vector Machine (SVM), K-Nearest Neighbor 

(KNN), Forensik Memori. 
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ABSTRACT 

 

The advancement of obfuscation techniques in modern malware has posed a 

significant challenge to cybersecurity systems, enabling malicious software to 

disguise its code and evade traditional signature-based antivirus detection. 

Consequently, a dynamic approach through memory forensics has become a 

crucial alternative solution. This study aims to compare the performance of two 

Supervised Machine Learning algorithms, Support Vector Machine (SVM) and K-

Nearest Neighbor (KNN), in detecting obfuscated malware. The study utilizes the 

CIC-MalMem-2022 and MalwareMemoryDump dataset, which contains memory 

extraction features from various malware families (Spyware, Ransomware, Trojan) 

and benign applications. The methodology includes data preprocessing, feature 

normalization using Standard Scaler, and model training with an 80:20 train-test 

split ratio. The experimental results demonstrate that the [Best Model, e.g., SVM] 

algorithm yields superior performance with an accuracy of [...%], compared to the 

[Other Model] algorithm which achieved [...%] accuracy. However, in terms of 

computational time, the [Fastest Model] algorithm proved to be more efficient. This 

study concludes that memory-based Machine Learning methods are effective in 

identifying disguised malware, with [Best Model] being the primary 

recommendation for detection systems that prioritize accuracy. 

Keywords: Cyber Security, Obfuscated Malware, Machine Learning, Support 

Vector Machine (SVM), K-Nearest Neighbor (KNN), Memory Forensics. 

 

 

 

 

 

 

 

 

 


