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INTISARI 

 

Keamanan aplikasi web menjadi aspek penting dalam menjaga 

kerahasiaan, integritas, dan ketersediaan informasi perusahaan. PT Bumi 

Suksesindo menggunakan website company profile dan sistem absensi karyawan 

yang dapat diakses melalui jaringan internal maupun external sehingga berpotensi 

mengalami ancaman keamanan siber. Penelitian ini menggunakan metode 

Penetration Testing dengan pendekatan OWASP Top 10:2021 untuk 

mengidentifikasi kerentanan aplikasi web. Tingkat risiko dianalisis menggunakan 

metode CVSS, sedangkan evaluasi keamanan informasi dilakukan menggunakan 

Gap Analysis berbasis Indeks KAMI 5.0 untuk mengukur kesiapan penerapan 

ISO/IEC 27001:2022. Selain itu, dilakukan pemetaan antara hasil Penetration 

Testing dengan kontrol keamanan pada Indeks KAMI 5.0 untuk mengetahui 

hubungan antara kerentanan teknis dan penerapan kontrol keamanan informasi 

organisasi. 

Hasil penelitian menunjukkan bahwa aplikasi web PT Bumi Suksesindo 

masih memiliki kerentanan dengan tingkat risiko Medium hingga Critical. Hasil 

evaluasi Indeks KAMI 5.0 memperoleh skor 711 dengan kategori “Cukup Baik”, 

namun masih ditemukan beberapa kontrol keamanan yang belum diterapkan 

secara optimal. Hasil pemetaan menunjukkan bahwa kerentanan yang ditemukan 

berkaitan dengan kontrol keamanan yang belum diterapkan secara maksimal. Hal 

ini menunjukkan bahwa meskipun tingkat kesiapan keamanan informasi berada 

pada kategori “Cukup Baik”, kondisi keamanan aplikasi web belum sepenuhnya 

aman. Dengan demikian, hasil penelitian ini diharapkan dapat menjadi bahan 

evaluasi serta acuan bagi perusahaan dalam meningkatkan keamanan informasi 

secara lebih optimal dan berkelanjutan. 

 

Kata kunci: OWASP Top 10:2021, Penetration Testing, CVSS, Indeks KAMI 

5.0, ISO/IEC 27001:2022 
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ABSTRACT 

 

Web application security is an important aspect in maintaining the 

confidentiality, integrity, and availability of company information. PT Bumi 

Suksesindo utilizes a company profile website and a web-based attendance system 

that can be accessed through internal and external networks, making them 

vulnerable to cybersecurity threats. This research applied the Penetration Testing 

method using the OWASP Top 10:2021 approach to identify vulnerabilities in 

web applications. The vulnerability risk level was analyzed using the Common 

Vulnerability Scoring System (CVSS) method, while information security 

readiness was evaluated using Gap Analysis based on the Indeks KAMI 5.0 to 

measure the readiness for implementing ISO/IEC 27001:2022. In addition, 

mapping was conducted between the Penetration Testing results and the security 

controls in Indeks KAMI 5.0 to determine the relationship between technical 

vulnerabilities and the implementation of organizational information security 

controls. 

The results showed that the web applications of PT Bumi Suksesindo still 

contained vulnerabilities with risk levels ranging from Medium to Critical. The 

Indeks KAMI 5.0 evaluation obtained a score of 711 with the category “Fairly 

Good,” however, several security controls had not been implemented optimally. 

The mapping results indicated that the identified vulnerabilities were related to 

security controls that had not been fully implemented. This indicates that although 

the organization’s information security readiness level was categorized as “Fairly 

Good,” the condition of the web application security was not yet fully secure. 

Therefore, the results of this study are expected to serve as evaluation material 

and a reference for the company in improving information security in a more 

optimal and sustainable manner. 

 

Keyword:  OWASP Top 10:2021, Penetration Testing, CVSS, Indeks KAMI 5.0, 

ISO/IEC 27001:2022 


