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INTISARI

Pertumbuhan penggunaan media penyimpanan eksternal menuntut metode
forensik digital yang efektif untuk pemulihan data. Sistem file exFAT (Extended
File Allocation Table) dipilih secara luas pada perangkat modern karena mampu
mendukung kapasitas besar dan kompatibilitas lintas platform. Kehilangan data
pada exFAT sering terjadi akibat penghapusan, kerusakan perangkat, atau
aktivitas berbahaya sehingga diperlukan teknik pemulihan yang tepat. Data
carving menjadi salah satu solusi utama, dengan dua pendekatan umum yaitu

signature-based dan structure-based.

Penelitian ini bertujuan membandingkan efektivitas teknik signature-
based dan structure-based data carving dalam proses pemulihan data pada sistem
file exFAT. Metodologi yang digunakan berupa eksperimen dengan menyiapkan
skenario kehilangan data pada media penyimpanan eksternal. Kedua teknik
diterapkan pada sampel yang sama, kemudian hasil dianalisis berdasarkan tingkat

keberhasilan pemulihan, integritas file hasil ekstraksi, dan waktu pemrosesan.

Analisis menunjukkan bahwa signature-based carving bekerja efektif pada
file dengan pola penanda yang jelas, sedangkan structure-based carving
memberikan hasil lebih baik pada kasus file terfragmentasi. Hasil ini menegaskan
bahwa pemilihan metode perlu mempertimbangkan kondisi data dan karakteristik
sistem file. Penelitian ini memberikan kontribusi terhadap pengembangan strategi
forensik digital dalam meningkatkan kualitas pemulihan data pada media

penyimpanan eksternal berbasis exFAT.

Kata Kunci : Forensik Digital, Data Carving, exFAT, Signature-Based,

Structure-Based
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ABSTRACT
The increasing use of external storage media requires reliable digital
forensic methods for data recovery. The exFAT (Extended File Allocation Table)
file system is widely adopted in modern devices due to its ability to handle large
capacities and provide cross-platform compatibility. Data loss in exFAT
commonly occurs due to deletion, device damage, or malicious activity, making
effective recovery techniques essential. Data carving is one of the primary

approaches, with two common methods: signature-based and structure-based.

This study aims to compare the effectiveness of signature-based and
structure-based data carving techniques in recovering data from the exFAT file
system. The research employs an experimental approach by creating data loss
scenarios on external storage media. Both techniques are applied to identical
samples, and the results are evaluated based on recovery success rate, file

integrity, and processing time.

The analysis indicates that signature-based carving performs effectively
on files with distinct markers, while structure-based carving yields better results
in cases involving fragmented files. These findings highlight that the choice of
method should align with data conditions and file system characteristics. This
research contributes to digital forensic practices by providing deeper insights into

optimizing data recovery on exFFAT-based external storage media.

Keywords : Digital Forensics, Data Carving, exFAT, Signature-Based, Structure-
Based
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