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ABSTRAK

Hasil penelitian ini menunjukkan bahwa Filipina telah melakukan proses
sekuritisasi dengan mendefinisikan ancaman cyber Sebagai ancaman yang
eksistensia, yang mana hal ini diwujudkan melalui kebijakan National
Cybersecurity Plan (NCSP) 2023-2028 dan pembentuan lembaga seperti DICT
serta CERT-PH. Dalam erangka regional, peran ASEAN sangat krusial melalui
ASEAN Cybersecurity Cooperation Strategy (ACCS) yang memfasilitasi
penigkatan kapasitas (capacity building), Latihan penanganan insiden (ASEAN
CERT Incident Drill), dan pertukaran informasi intelijen. Dan berdasarkan Rational
Choice Theory, Keputusan Filipina dalam membangun kerja sama dengan ASEAN
adalah langkah yang rasional untu bisa meminimalkan biaya keamanan dan
memaksimalkan utilitas berupa bantuan teknis dan legitimasi politik yang tidak
dapat dicapai secara unilateral. Hasilnya adalah, kerja sama regional mejadi
instrument vital bagi Filipina untuk menutupi kesenjangan kapasitas domestic dan
memperuat ketahanan cyber nasional.

Kata Kunci: Cyber Resilience, Filipina, ASEAN, Securitization Theory, Rational
Theory, Keamanan Cyber.

ABSTRACT

The results of this study show that the Philippines has carried out a
securitization process by defining cyber threats as existential threats, which is
reflected through the National Cybersecurity Plan (NCSP) 2023-2028 and the
establishment of institutions such as DICT and CERT-PH. At the regional level,
ASEAN plays a crucial role through the ASEAN Cybersecurity Cooperation
Strategy (ACCS), which facilitates capacity building, cyber incident response
exercises (such as the ASEAN CERT Incident Drill), and the exchange of
intelligence information. Based on Rational Choice Theory, the Philippines’
decision to cooperate with ASEAN is considered a rational step to minimize
security costs and maximize utilities in the form of technical assistance and political
legitimacy that cannot be achieved unilaterally. As a result, regional cooperation
becomes a vital instrument for the Philippines to close its domestic capacity gaps
and strengthen national cyber resilience.

Keywords: Cyber Resilience, Philippines, ASEAN, Securitization Theory, Rational
Choice Theory, Cybersecurity.
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