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INTISARI 

 

Perkembangan teknologi Artificial Intelligence (AI) menciptakan celah 

keamanan baru yang dieksploitasi untuk serangan siber yang lebih canggih dan 

adaptif. Penelitian ini bertujuan menganalisis ancaman keamanan digital akibat 

penyalahgunaan AI, mengidentifikasi dampaknya terhadap CIA Triad 

(Confidentiality, Integrity, Availability), serta merumuskan strategi mitigasi yang 

efektif. Metode penelitian menggunakan pendekatan mixed-method dengan 

kombinasi studi literatur sistematis, survei terhadap 45 praktisi keamanan siber dan 

profesional IT, serta eksperimen teknis terkontrol meliputi simulasi AI-powered 

phishing, deteksi deepfake menggunakan arsitektur Xception, dan pengujian 

Intrusion Detection System (Snort). Hasil penelitian menunjukkan serangan 

phishing berbasis AI memiliki tingkat kerapian grammar mendekati email 

legitimate (skor 1.0), meningkatkan kesulitan deteksi hingga 45% dibandingkan 

metode konvensional. Model deteksi deepfake mencapai akurasi 94% dengan 

arsitektur Xception. Survei menunjukkan praktisi menilai dampak terhadap 

kerahasiaan (4.56/5) dan integritas (4.40/5) sebagai ancaman paling kritis, namun 

efektivitas alat deteksi saat ini hanya dinilai moderat (3.33/5), mengindikasikan 

kesenjangan signifikan. Penelitian merekomendasikan transformasi menuju deteksi 

cerdas berbasis Machine Learning, penguatan respons insiden otomatis, dan 

penerapan analisis forensik berkelanjutan. Kontribusi penelitian meliputi 

identifikasi spesifik enam bentuk penyalahgunaan AI, analisis dampak kuantitatif 

berdasarkan data empiris, dan roadmap implementasi praktis untuk meningkatkan 

postur keamanan organisasi menghadapi era ancaman siber berbasis AI. 

 

Kata kunci: Artificial Intelligence, keamanan siber, deepfake, phishing, Intrusion 

Detection System.  
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ABSTRACT 

 

The advancement of Artificial Intelligence (AI) technology has created new 

security vulnerabilities exploited for more sophisticated and adaptive cyberattacks. 

This research aims to analyze digital security threats arising from AI misuse in 

cyberattacks, identify their impact on the CIA Triad (Confidentiality, Integrity, 

Availability), and formulate effective mitigation strategies. The research 

methodology employs a mixed-method approach combining systematic literature 

review, surveys of 45 cybersecurity practitioners and IT professionals, and 

controlled technical experiments including AI-powered phishing simulation, 

deepfake detection using Xception architecture, and Intrusion Detection System 

(Snort) response testing. Results demonstrate that AI-based phishing attacks exhibit 

grammar cleanliness scores approaching legitimate emails (1.0), increasing 

detection difficulty by 45% compared to conventional methods. The deepfake 

detection model achieved 94% accuracy with Xception architecture. Survey data 

reveal practitioners assess Confidentiality impact (4.56/5) and Integrity impact 

(4.40/5) as the most critical threats, yet current detection tool effectiveness is rated 

only moderate (3.33/5), indicating a significant gap. This research recommends 

transformation toward intelligent Machine Learning-based detection, 

strengthening automated incident response, and implementing continuous forensic 

analysis. Research contributions include specific identification of six forms of AI 

misuse, quantitative impact analysis based on empirical data, and practical 

implementation roadmap for enhancing organizational security posture in the era 

of AI-based cyber threats. 

 

Keyword: Artificial Intelligence, cybersecurity, deepfake, phishing, Intrusion 

Detection System. 


