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INTISARI 

 

Pengembangan platform kerelawanan digital Volunteerin.id menghadapi 

tantangan krusial dalam mengelola keamanan akses data bagi pengguna multi-

peran, yaitu Volunteer, Partner, dan Admin. Ketiadaan mekanisme kontrol akses 

yang ketat berisiko menyebabkan kerentanan keamanan seperti eskalasi hak akses 

(privilege escalation) dan manipulasi data lintas pengguna, yang berdampak negatif 

pada integritas data serta kepercayaan ekosistem kerelawanan. Laporan ini 

menerapkan metode Role-Based Access Control (RBAC) pada arsitektur RESTful 

API berbasis Node.js untuk memitigasi risiko tersebut secara efektif. Tahapan 

laporan meliputi perancangan model basis data relasional, pengembangan 

middleware authentication dan authorization menggunakan JSON Web Token 

(JWT), serta penerapan prinsip Least Privilege sesuai standar ANSI/INCITS 359-

2004. Evaluasi sistem dilakukan melalui Unit Testing dan Integration Testing 

otomatis serta validasi eksternal. Hasil laporan menunjukkan bahwa mekanisme 

RBAC yang dibangun berhasil mencapai tingkat kelulusan pengujian 100%, 

mampu mencegah akses ilegal secara real-time, dan telah tervalidasi keandalannya 

dengan pencapaian Juara 1 pada Hackathon ITFEST 5.0. Laporan ini memberikan 

solusi keamanan yang robust dan scalable yang dapat dimanfaatkan oleh 

pengembang perangkat lunak sebagai referensi arsitektur keamanan, serta 

menjamin perlindungan data bagi pengguna platform Volunteerin.id. 

 

Kata kunci: RBAC, RESTful API, Node.js, Keamanan Sistem, Volunteerin.id. 
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ABSTRACT 

 

The development of the digital volunteering platform Volunteerin.id faces 

crucial challenges in managing data access security for multi-role users, namely 

Volunteers, Partners, and Admins. The absence of a strict access control 

mechanism risks causing security vulnerabilities such as privilege escalation and 

cross-user data manipulation, which negatively impact data integrity and trust in 

the volunteering ecosystem. This report implements the Role-Based Access Control 

(RBAC) method on a Node.js-based RESTful API architecture to mitigate these 

risks effectively. The report stages include designing a relational database model, 

developing authentication and authorization middleware using JSON Web Tokens 

(JWT), and applying the Least Privilege principle according to ANSI/INCITS 359-

2004 standards. System evaluation was conducted through automated Unit Testing 

and Integration Testing as well as external validation. The results show that the 

developed RBAC mechanism achieved a 100% testing pass rate, is capable of 

preventing illegal access in real-time, and its reliability has been validated by 

achieving 1st Place at the ITFEST 5.0 Hackathon. This report provides a robust 

and scalable security solution that can be utilized by software developers as a 

security architecture reference, as well as guaranteeing data protection for users 

of the Volunteerin.id platform. 

. 

Keyword: RBAC, RESTful API, Node.js, System Security, Volunteerin.id.


