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INTISARI 

Steganografi citra digital merupakan teknik pengamanan informasi yang 
tidak hanya melindungi isi pesan, tetapi juga menyamarkan keberadaannya agar 
sulit terdeteksi. Namun, penerapannya sering menghadapi tantangan berupa 
penurunan kualitas citra, meningkatnya ukuran file stego, serta potensi deteksi 
statistik. Penelitian ini mengusulkan sistem steganografi citra berbasis Elliptic 
Curve Cryptography (ECC) yang dioptimasi menggunakan Algoritma Genetika 
(GA) dan dilengkapi Reed–Solomon (RS) sebagai koreksi error. Sistem 
diimplementasikan menggunakan dua metode penyisipan, yaitu Least Significant 
Bit (LSB) sebagai domain spasial dan Discrete Cosine Transform (DCT) sebagai 
domain frekuensi. 

Pengujian dilakukan pada beberapa citra PNG dengan parameter evaluasi 
meliputi PSNR, MSE, Chi-Square, Bit Error Rate (BER), waktu komputasi, serta 
perubahan ukuran file stego. Hasil menunjukkan bahwa metode LSB 
menghasilkan kualitas citra yang sangat tinggi dengan PSNR 75,60–81,57 dB dan 
MSE 0,00045–0,00179, disertai nilai Chi-Square yang sangat rendah, sehingga 
perubahan citra hampir tidak terdeteksi secara visual maupun statistik. Selain itu, 
LSB memiliki waktu embedding lebih cepat (±0,60–0,68 detik) serta ukuran file 
stego yang stabil atau cenderung lebih kecil akibat efisiensi kompresi PNG. 

Sebaliknya, metode DCT menghasilkan PSNR lebih rendah (48,27–54,42 
dB) dan MSE lebih tinggi akibat modifikasi koefisien frekuensi. Nilai Chi-Square 
DCT cenderung sangat besar, mencerminkan perubahan struktur frekuensi yang 
signifikan, serta waktu komputasi lebih lama (±0,97–1,87 detik). Secara 
keseluruhan, metode LSB lebih unggul dalam kualitas visual, efisiensi, dan 
ketidakterdeteksian spasial, sedangkan DCT menawarkan keunggulan teoritis 
dalam ketahanan terhadap manipulasi berbasis frekuensi. 

 
Kata kunci: Steganografi, ECC, DCT, LSB, Algoritma Genetika. 
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ABSTRACT 

Digital image steganography is an information security technique that not 
only protects the content of a message but also conceals its existence, making it 
difficult to detect. However, its practical implementation often faces challenges 
such as degradation of image quality, an increase in stego image file size, and 
vulnerability to statistikal detection. This study proposes an image steganography 
system based on Elliptic Curve Cryptography (ECC), optimized using a Genetic 
Algorithm (GA) and enhanced with Reed–Solomon (RS) error correction. The 
system is implemented using two embedding methods: Least Significant Bit (LSB) 
in the spatial domain and Discrete Cosine Transform (DCT) in the frequency 
domain. 

Experiments were conducted on several PNG images, with evaluation 
parameters including Peak Signal-to-Noise Ratio (PSNR), Mean Squared Error 
(MSE), Chi-Square analysis, Bit Error Rate (BER), computational time, and 
changes in stego image file size. The results show that the LSB method produces 
very high image quality, with PSNR values ranging from 75.60 to 81.57 dB and 
MSE values between 0.00045 and 0.00179, accompanied by extremely low Chi- 
Square values. These results indicate that image modifications are almost 
imperceptible both visually and statistikally. In addition, LSB achieves faster 
embedding times (approximately 0.60–0.68 seconds) and stable or even smaller 
stego file sizes due to the compression efficiency of the PNG format. 

In contrast, the DCT method yields lower PSNR values (48.27–54.42 dB) 
and higher MSE values due to modifications in the frequency coefficients. The 
Chi-Square values for DCT tend to be very large, reflecting significant changes in 
the frequency structure, along with longer computational times (approximately 
0.97–1.87 seconds). Overall, the LSB method outperforms DCT in terms of visual 
quality, computational efficiency, and spatial-domain imperceptibility, while DCT 
offers theoretical advantages in robustness against frequency-based 
manipulations. 

 
Keyword: steganography, ECC, DCT, LSB, genetic algorithm. 


