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INTISARI 

 

 

Keamanan jaringan komputer menghadapi tantangan besar akibat 

meningkatnya volume lalu lintas data dan kecanggihan serangan siber. Penggunaan 

Intrusion Detection System (IDS) berbasis Machine Learning menjadi solusi vital, 

namun sering terkendala oleh dimensi data yang tinggi (seperti 41 fitur pada dataset 

NSL-KDD) yang membebani komputasi, serta sifat black-box dari model AI yang 

sulit divalidasi logikanya oleh manusia. Masalah ini menyebabkan ketidakefisienan 

sistem dan keraguan administrator terhadap keputusan blokir yang diambil oleh 

IDS. Penelitian ini bertujuan untuk mengoptimalkan kinerja IDS sekaligus 

memberikan transparansi keputusan. Metode yang digunakan adalah Hybrid 

Feature Selection yang menggabungkan kecepatan Random Forest (Filter) dan 

ketelitian Recursive Feature Elimination with Cross-Validation (Wrapper) untuk 

menyeleksi fitur terbaik. Selanjutnya, algoritma Decision Tree digunakan untuk 

mengekstraksi aturan logika (Rule Extraction) dari setiap serangan. Hasil penelitian 

menunjukkan bahwa sistem mampu mereduksi 41 fitur menjadi 23 fitur optimal 

dengan mempertahankan akurasi validasi sebesar 99,73%. Sistem juga berhasil 

menghasilkan "kamus aturan" yang transparan untuk 40 jenis serangan berbeda, 

sehingga dapat dimanfaatkan oleh praktisi keamanan jaringan untuk memvalidasi 

insiden keamanan secara cepat dan akurat. 

 

Kata kunci: Intrusion Detection System, Hybrid Feature Selection, RFECV, Decision 

Tree, Explainable AI. 
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ABSTRACT 

 

 

Computer network security faces significant challenges due to the 

increasing volume of data traffic and the sophistication of cyber attacks. The use of 

Machine Learning-based Intrusion Detection Systems (IDS) has become a vital 

solution but is often hindered by high data dimensionality (such as 41 features in 

the NSL-KDD dataset) which burdens computation, as well as the black-box nature 

of AI models whose logic is difficult for humans to validate. These problems lead 

to system inefficiency and administrator skepticism regarding blocking decisions 

made by IDS. This research aims to optimize IDS performance while providing 

decision transparency. The method used is Hybrid Feature Selection, combining the 

speed of Random Forest (Filter) and the precision of Recursive Feature 

Elimination with Cross-Validation (Wrapper) to select the best features. 

Furthermore, the Decision Tree algorithm is used to extract logic rules (Rule 

Extraction) from each attack. The research results show that the system is capable 

of reducing 41 features to 23 optimal features while maintaining a validation 

accuracy of 99.73%. The system also successfully generated a transparent "rule 

dictionary" for 40 different types of attacks, which can be utilized by network 

security practitioners to validate security incidents quickly and accurately. 

 

Keywords: Intrusion Detection System, Hybrid Feature Selection, RFECV, 

Decision Tree, Explainable AI. 


