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INTISARI

Phishing merupakan salah satu bentuk serangan siber yang memanfaatkan
URL palsu untuk menipu pengguna agar memberikan informasi sensitif. Seiring
meningkatnya jumlah serangan phishing, diperlukan metode deteksi otomatis yang
efektif dan efisien. Penelitian ini bertujuan untuk membangun dan mengevaluasi
model deteksi phishing URL menggunakan algoritma Multinomial Naive Bayes
dengan dua metode representasi teks, yaitu Bag of Words (BoW) dan Term
Frequency—Inverse Document Frequency (TF-IDF).

Dataset yang digunakan terdiri dari beberapa kelas URL, yaitu benign,
phishing, malware, dan defacement, yang memiliki distribusi data tidak seimbang.
Untuk mengatasi permasalahan tersebut, diterapkan teknik Synthetic Minority
Over-sampling Technique (SMOTE) pada data latih. Proses penelitian meliputi
tahapan preprocessing teks, representasi fitur menggunakan character n-gram,
pelatihan model, serta evaluasi menggunakan metrik accuracy, precision, recall,
dan Fl-score. Selain itu, dilakukan 5-Fold Cross Validation untuk mengukur
stabilitas dan kemampuan generalisasi model.

Hasil pengujian menunjukkan bahwa kedua metode representasi teks
mampu menghasilkan performa klasifikasi yang baik. Representasi BoW
menghasilkan accuracy sebesar (78,20%) dan Fl-score sebesar (78,59%),
sedangkan TF-IDF memperoleh accuracy sebesar (77,90%) dan F1-score sebesar
(79,16%). Dari sisi stabilitas, hasil validasi menunjukkan nilai CV-Mean yang
konsisten pada kedua metode. Selain itu, BoW memiliki waktu komputasi
vektorisasi yang lebih rendah dibandingkan TF-IDF, sehingga lebih efisien dalam
pemrosesan data skala besar. Berdasarkan evaluasi kinerja, stabilitas model, dan
efisiensi waktu komputasi, model Multinomial Naive Bayes dengan representasi

BoW dan penerapan SMOTE dipilih sebagai model terbaik dalam penelitian ini.

Kata kunci: phishing URL, Multinomial Naive Bayes, Bag of Words, TF-IDF,
SMOTE
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ABSTRACT
Phishing is one of the most common cyber threats that exploits fraudulent

URLs to deceive users into disclosing sensitive information. As phishing attacks
continue to increase, effective and efficient automated detection methods are
required. This study aims to develop and evaluate a phishing URL detection model
using the Multinomial Naive Bayes algorithm with two text representation
approaches, namely Bag of Words (BoW) and Term Frequency—Inverse Document
Frequency (TF-IDF).

The dataset used in this study conmsists of several URL classes, including
benign, phishing, malware, and defacement, which exhibit an imbalanced class
distribution. To address this issue, the Synthetic Minority Over-sampling Technique
(SMOTE) was applied to the training data. The research process includes text
preprocessing, feature representation using character n-grams, model training,
and performance evaluation using accuracy, precision, recall, and Fl-score
metrics. In addition, 5-Fold Cross Validation was conducted to assess model

stability and generalization capability.

The experimental results show that both text representation methods
achieve good classification performance. The BoW representation obtained an
accuracy of (78.20%) and an Fl-score of (78.59%), while TF-IDF achieved an
accuracy of (77.90%) and an Fl-score of (79.16%). Cross-validation results
indicate consistent performance across folds for both approaches. In terms of
computational efficiency, BoW requires lower vectorization time compared to TF-
IDF, making it more suitable for large-scale phishing URL detection. Based on
overall classification performance, model stability, and computational efficiency,
the Multinomial Naive Bayes model with BoW representation and SMOTE is

selected as the best-performing model in this study.

Keyword: phishing URL, Multinomial Naive Bayes, Bag of Words, TF-IDF,
SMOTE
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