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INTISARI 

 

Keamanan jaringan tradisional yang mengandalkan perlindungan perimeter 

cenderung menerapkan kepercayaan implisit (implicit trust) terhadap lalu lintas 

internal, sehingga rentan terhadap serangan yang berhasil menembus pertahanan 

awal dan bergerak secara lateral di dalam jaringan. Penelitian ini bertujuan untuk 

menganalisis penerapan arsitektur keamanan Zero Trust Architecture (ZTA) 

menggunakan Extended Access Control List (ACL) sebagai mekanisme Policy 

Enforcement Point (PEP) pada simulator Cisco Packet Tracer. Prinsip Zero Trust 

yang diterapkan meliputi micro-segmentation, verify explicitly, dan least privilege 

untuk membatasi akses antar zona jaringan, yaitu Marketing, Finance, dan Server. 

Metode penelitian dilakukan melalui simulasi dan pengujian tiga skenario 

jaringan, yaitu jaringan tanpa ACL (baseline), jaringan dengan Standard ACL, dan 

jaringan dengan Extended ACL. Evaluasi difokuskan pada efektivitas mekanisme 

kontrol akses dalam membatasi akses tidak sah dan mencegah pergerakan lateral 

antar VLAN. Hasil pengujian menunjukkan bahwa Extended ACL mampu 

menerapkan kontrol akses secara granular dengan memblokir 100% akses ilegal 

berbasis protokol ICMP (Ping) serta hanya mengizinkan layanan HTTP sesuai 

kebijakan yang ditetapkan. 

Selain peningkatan keamanan, penerapan Extended ACL juga memberikan 

dampak terhadap kinerja jaringan berupa peningkatan latensi pemrosesan dan 

penurunan kapasitas lalu lintas data. Meskipun terjadi penurunan performa akibat 

proses inspeksi paket, nilai keterlambatan yang dihasilkan masih berada dalam 

batas toleransi jaringan lokal. Dengan demikian, penelitian ini menyimpulkan 

bahwa Extended ACL efektif digunakan untuk merealisasikan prinsip Zero Trust 

Architecture dan meningkatkan keamanan internal jaringan tanpa mengorbankan 

ketersediaan layanan secara signifikan. 

Kata kunci: Zero Trust Architecture, Access control List (ACL), Keamanan 

Jaringan, Micro-segmentation, Cisco Packet Tracer. 
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ABSTRACT 

 

Traditional network security that relies on perimeter-based protection often applies 

implicit trust to internal traffic, making it vulnerable to attacks that successfully 

bypass initial defenses and move laterally within the network. This study aims to 

analyze the implementation of Zero Trust Architecture (ZTA) using Extended 

Access Control List (ACL) as a Policy Enforcement Point (PEP) in a Cisco Packet 

Tracer simulation environment. The applied Zero Trust principles include micro-

segmentation, verify explicitly, and least privilege to restrict access between 

network zones, namely Marketing, Finance, and Server. 

The research method is conducted through simulation and testing of three network 

scenarios: a network without ACL (baseline), a network using Standard ACL, and 

a network using Extended ACL. The evaluation focuses on the effectiveness of 

access control mechanisms in preventing unauthorized access and lateral 

movement across VLANs. The results indicate that Extended ACL successfully 

enforces granular access control by blocking 100% of unauthorized ICMP (Ping) 

traffic while explicitly allowing HTTP services according to predefined policies. 

In addition to improving network security, the implementation of Extended ACL 

introduces additional processing overhead that affects network performance. 

However, the resulting latency remains within acceptable limits for local area 

networks. Therefore, this study concludes that Extended ACL is an effective 

mechanism for implementing Zero Trust Architecture and enhancing internal 

network security without significantly degrading service availability. 

Keyword: Zero Trust Architecture, Access control List (ACL), Network Security, 

Micro-segmentation, Cisco Packet Tracer.
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