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INTISARI 

 

Peningkatan pemrosesan data pribadi pada layanan digital menimbulkan 

kebutuhan mendesak terhadap mekanisme penilaian risiko privasi yang lebih terstruktur 

dan otomatis. Berbagai platform digital mengumpulkan data sensitif melalui proses 

registrasi hingga interaksi layanan, namun metode penilaian risiko yang ada saat ini masih 

didominasi oleh pendekatan manual yang subjektif dan lebih berfokus pada keamanan 

infrastruktur daripada privasi pengguna. Kondisi ini berdampak pada rendahnya 

transparansi serta lemahnya kemampuan pengendali data dalam mengidentifikasi potensi 

ancaman privasi secara akurat. 

Penelitian ini merancang dan mengembangkan sistem analisis risiko privasi 

berbasis web statis dengan menggunakan model Likelihood–Impact dan pendekatan rule-

based automation. Sistem bertindak sebagai jembatan antara kompleksitas regulasi 

dengan kebutuhan alat self-assessment praktis, menerima parameter teknis berupa jenis 

data pribadi dan aktivitas pemrosesan, kemudian mengolahnya melalui privacy risk 

engine berbasis JavaScript yang berjalan sepenuhnya di sisi klien (client-side). Engine 

ini dirancang berdasarkan prinsip manajemen risiko, Undang-Undang No. 27 Tahun 2022 

tentang Perlindungan Data Pribadi (PDP) dan kerangka kerja NIST Cybersecurity 

Framework 2.0. 

Hasil penelitian menunjukkan bahwa sistem mampu menghasilkan klasifikasi 

risiko, peta risiko, evaluasi kepatuhan dan rekomendasi otomatis secara konsisten. Sistem 

ini bermanfaat bagi pengembang aplikasi, auditor internal, regulator dan organisasi yang 

memerlukan penilaian risiko privasi yang otomatis, kuantitatif, mudah diakses dan 

mendukung implementasi cepat tanpa biaya infrastruktur tinggi. Ke depan, 

pengembangan lanjutan dapat diarahkan pada peningkatan cakupan aturan dan 

interoperabilitas dengan sistem manajemen keamanan informasi lainnya. 

 

Kata kunci: Risiko Privasi, Likelihood–Impact, Rule-Based Engine, UU PDP 2022, 

NIST CSF 2.0. 
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ABSTRACT 

 

The increasing processing of personal data in digital services has created an 

urgent need for a more structured and automated privacy risk assessment mechanism. 

Various digital platforms collect sensitive data throughout the registration process and 

service interactions, but current risk assessment methods are still dominated by 

subjective, manual approaches that focus more on infrastructure security than user 

privacy. This situation results in low transparency and weakens the ability of data 

controllers to accurately identify potential privacy threats. 

This research designs and develops a static web-based privacy risk analysis 

system using the Likelihood–Impact model and a rule-based automation approach. The 

system acts as a bridge between regulatory complexity and the need for practical self-

assessment tools. It accepts technical parameters such as personal data types and 

processing activities and processes them through a JavaScript-based privacy risk engine 

that runs entirely on the client side. This engine is designed based on risk management 

principles, Law No. 27 of 2022 concerning Personal Data Protection (PDP) and the NIST 

Cybersecurity Framework 2.0 framework. 

The results demonstrate that the system is capable of consistently generating risk 

classifications, risk maps, compliance evaluations, and automated recommendations. 

This system is useful for application developers, internal auditors, regulators and 

organizations requiring automated, quantitative and easily accessible privacy risk 

assessments that support rapid implementation without high infrastructure costs. Future 

developments could focus on increasing rule coverage and interoperability with other 

information security management systems. 

 

Keyword: Privacy Risk, Likelihood–Impact, Rule-Based Engine, PDP Law, NIST CSF 

2.0.
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