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INTISARI 

 

Serangan bot otomatisasi pada form registrasi web semakin meningkat dan 

berpotensi menyebabkan pembuatan akun palsu massal, penyalahgunaan sumber 

daya sistem, serta penurunan integritas data. Penelitian ini bertujuan menganalisis 

tingkat kerentanan form registrasi terhadap serangan bot otomatisasi dengan 

membandingkan OWASP Juice Shop sebagai aplikasi simulatif dan id.hm.com 

sebagai platform layanan nyata. Metode pengumpulan data dilakukan secara 

observasi non-invasif melalui Inspect Element, analisis Network Request, uji 

validasi email, serta pengujian batas permintaan. Evaluasi risiko menggunakan 

metode OWASP Risk Rating dengan parameter Likelihood dan Impact untuk 

mengukur tingkat ancaman pada setiap kerentanan. 

Hasil penelitian menunjukkan bahwa kedua objek memiliki empat 

kerentanan utama, yaitu tidak adanya CAPTCHA, lemahnya validasi email, API 

endpoint yang terbuka, serta tidak diterapkannya rate limiting. Seluruh parameter 

memperoleh nilai Likelihood dan Impact sebesar 3 sehingga menghasilkan skor 

risiko 9 (risiko tinggi). Kondisi ini menunjukkan bahwa kedua sistem sangat rentan 

terhadap otomatisasi, memungkinkan bot melakukan pendaftaran massal tanpa 

hambatan teknis. Penelitian ini merekomendasikan penerapan mekanisme 

verifikasi berbasis tantangan, pemblokiran email sementara, autentikasi API, serta 

rate limiting adaptif untuk memperkuat keamanan form registrasi web. 

 

Kata kunci: Registrasi Web, Serangan Bot, OWASP Risk Rating, Kerentanan, 

Mitigasi Keamanan. 
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ABSTRACT 

 

Automated bot attacks on web registration forms have increasingly become 

a critical threat, enabling the creation of large-scale fake accounts, resource 

exhaustion, and degradation of data integrity. This study aims to analyze the 

vulnerabilities of web registration forms against automated bot attacks by 

comparing OWASP Juice Shop, a security training application, with id.hm.com, an 

active production platform. Data were collected through non-invasive observation 

using Inspect Element, Network Request analysis, temporary email testing, and 

rate-limit probing. Risk evaluation was performed using the OWASP Risk Rating 

method by assessing Likelihood and Impact for each identified vulnerability. 

The findings indicate that both systems exhibit four major vulnerabilities: 

absence of CAPTCHA, weak email validation, exposed API endpoints, and lack of 

rate limiting. Each parameter received a Likelihood and Impact score of 3, 

resulting in a total risk score of 9 (high risk). These results demonstrate that both 

systems are highly susceptible to automation, allowing bots to perform mass 

registrations without significant barriers. This study recommends implementing 

challenge-based verification, temporary email filtering, authenticated API access, 

and adaptive rate limiting to enhance the security of web registration forms.. 

 

Keyword: Web Registration, Bot Attacks, OWASP Risk Rating, Vulnerabilities, 

Security Mitigation.


