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INTISARI

Dominasi sistem operasi Android menjadikannya target utama serangan
malware canggih yang menggunakan teknik obfuscation dan polimorfik. Metode
deteksi tradisional berbasis tanda tangan sering gagal mengenali ancaman zero-
day karena hanya mencocokkan pola sintaksis tanpa memahami konteks kode.
Keterbatasan ini meningkatkan risiko pencurian data dan kerugian finansial,
sehingga diperlukan pendekatan deteksi proaktif yang mampu menganalisis niat
semantik dari sebuah aplikasi.

Penelitian ini mengimplementasikan Large Language Model (LLM)
Google Gemini 2.5 Pro sebagai mesin analisis statis otomatis untuk mengatasi
masalah tersebut. Metodologi meliputi pengumpulan dataset malware dan aplikasi
aman, dekompilasi menggunakan Apktool dan Jadx, serta ekstraksi fitur statis
krusial seperti izin, API sensitif, dan s#ring. Fitur-fitur tersebut dianalisis
menggunakan teknik prompt engineering terstruktur guna memicu penalaran
rantai pikiran (chain-of-thought) LLM dalam mengklasifikasikan tingkat bahaya
aplikasi.

Hasil pengujian menunjukkan sistem mencapai nilai Recall 100%,
membuktikan efektivitas LLM dalam mendeteksi seluruh sampel malware tanpa
kegagalan. Namun, akurasi tercatat 50% akibat tingginya False Positive karena
model cenderung konservatif terhadap penggunaan izin sensitif pada aplikasi
aman. Penelitian ini berkontribusi sebagai alat triase awal yang efisien bagi analis
keamanan siber, dengan saran pengembangan lanjut berupa penggabungan

analisis dinamis untuk memverifikasi perilaku runtime.

Kata kunci: Malware Android, Large Language Model, Analisis Statis, Prompt

Engineering, Keamanan Siber.
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ABSTRACT

The dominance of the Android operating system makes it a primary target
for sophisticated malware attacks utilizing obfuscation and polymorphic
techniques. Traditional signature-based detection methods often fail to recognize
zero-day threats as they merely match syntactic patterns without understanding
code context. This limitation increases the risk of data theft and financial loss,
necessitating a proactive detection approach capable of analyzing the semantic
intent of an application.

This research implements the Google Gemini 2.5 Pro Large Language
Model (LLM) as an automated static analysis engine to address this issue. The
methodology includes collecting a dataset of malware and benign applications,
decompilation using Apktool and Jadx, and extracting crucial static features such
as permissions, sensitive APIs, and strings. These features are analyzed using
structured prompt engineering techniques to trigger the LLM's chain-of-thought
reasoning in classifying the application's threat level.

Test results show the system achieved a Recall value of 100%,
demonstrating the LLM's effectiveness in detecting all malware samples without
failure. However, accuracy was recorded at 50% due to a high rate of False
Positives, as the model tends to be conservative regarding sensitive permission
usage in benign applications. This research contributes as an efficient initial
triage tool for cybersecurity analysts, with future development recommendations

including the integration of dynamic analysis to verify runtime behavior.

Keywords: Android Malware, Large Language Model, Static Analysis, Prompt
Engineering, Cybersecurity.
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