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INTISARI 

 

Keamanan jaringan komputer sangat penting untuk menjaga kerahasiaan, 

integritas, dan ketersediaan data. Salah satu ancaman yang sering terjadi adalah 

serangan brute force, yaitu upaya mendapatkan akses ilegal dengan mencoba 

berbagai kombinasi kata sandi. Penelitian ini bertujuan merancang dan 

mengimplementasikan sistem keamanan jaringan menggunakan fitur bawaan 

Mikrotik RouterOS berupa Intrusion Detection System (IDS), Intrusion Prevention 

System (IPS), serta Address Resolution Protocol (ARP) List untuk mencegah 

serangan brute force. Pengujian dilakukan dengan simulasi serangan brute force 

menggunakan THC-Hydra terhadap router Mikrotik. Hasilnya, IDS mampu 

mendeteksi serangan dengan akurasi 90%, IPS secara otomatis memblokir serangan 

dengan rata-rata waktu 3,9 detik, dan ARP List efektif menolak perangkat tidak 

terdaftar kurang dari 4 detik. Dengan demikian, kombinasi IDS, IPS, dan ARP List 

terbukti memberikan perlindungan komprehensif, ringan, dan praktis terhadap 

serangan brute force pada jaringan lokal skala kecil hingga menengah. 

 

Kata kunci: ARP List, Brute force, IDS  
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ABSTRACT 

 

Network security plays a crucial role in maintaining the confidentiality, 

integrity, and availability of data. One of the common threats is brute force attacks, 

which attempt to gain unauthorized access by trying multiple password 

combinations. This study aims to design and implement a security system using 

Mikrotik RouterOS built-in features such as Intrusion Detection System (IDS), 

Intrusion Prevention System (IPS), and Address Resolution Protocol (ARP) List to 

prevent brute force attacks. Experiments were conducted by simulating brute force 

attacks using THC-Hydra against a Mikrotik router. The results show that the IDS 

detected attacks with 90% accuracy, the IPS automatically blocked attacks with an 

average blocking time of 3.9 seconds, and the ARP List effectively rejected 

unregistered devices in less than 4 seconds. Therefore, the combination of IDS, IPS, 

and ARP List provides comprehensive, lightweight, and practical protection 

against brute force attacks in small to medium local networks.. 

Keyword: ARP List, Brute force, IDS
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