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INTISARI 

 

Keamanan informasi merupakan faktor penting dalam menjaga kerahasiaan, 

integritas, dan ketersediaan data, terutama bagi instansi pemerintah yang mengelola 

layanan publik digital. Dinas Komunikasi dan Informatika (Diskominfo) Provinsi 

Daerah Istimewah Yogyakarta (DIY) sebagai penggerak program Jogja Smart 

Province menghadapi potensi kebocoran data, serangan siber, dan gangguan 

operasional yang dapat menurunkan kualitas pelayanan serta kepercayaan 

masyarakat. Hal ini menunjukkan perlunya identifikasi dan evaluasi risiko 

keamanan informasi secara sistematis agar kelemahan dapat diketahui dan 

ditangani dengan tepat. 

Penelitian ini menggunakan metode kuantitatif dengan jenis penelitian 

deskriptif. Data diperoleh melalui observasi checklist ISO/IEC 27001:2022, 

wawancara semi-terstruktur, dan telaah dokumentasi. Analisis dilakukan 

berdasarkan kerangka ISO 31000 yang meliputi identifikasi, analisis likelihood dan 

impact, evaluasi tingkat risiko menggunakan matriks, serta penyusunan 

rekomendasi mitigasi. Hasil pengukuran dituangkan dalam persentase kepatuhan 

kontrol dan peta risiko (risk register) untuk menggambarkan kondisi keamanan 

informasi di Diskominfo Provinsi DIY. 

 Hasil penelitian menunjukkan sebagian besar kontrol keamanan informasi 

telah diterapkan dengan baik, dengan tingkat risiko pada kategori rendah hingga 

sedang. Hal ini mengindikasikan bahwa sistem manajemen keamanan informasi 

Diskominfo Provinsi DIY cukup memadai, meski masih terdapat kelemahan pada 

manajemen aset informasi dan kontrol akses. Penelitian ini memberikan dasar 

rekomendasi penguatan kebijakan keamanan informasi, serta dapat dimanfaatkan 

instansi pemerintah lain sebagai referensi penerapan ISO/IEC 27001:2022. 

 

Kata kunci: ISO/IEC 27001:2022, risiko keamanan informasi, manajemen risiko, 

kontrol ISMS, Diskominfo. 
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ABSTRACT 

 

Information security is an important factor in maintaining the 

confidentiality, integrity, and availability of data, especially for government 

agencies that manage digital public services. The Yogyakarta Communication and 

Information Agency (Diskominfo), as the driving force behind the Jogja Smart 

Province program, faces potential data breaches, cyber-attacks, and operational 

disruptions that could reduce service quality and public trust. This highlights the 

need for systematic identification and evaluation of information security risks so 

that weaknesses can be identified and addressed appropriately. 

This study uses a quantitative method with a descriptive research type. Data 

was obtained through observation of the ISO/IEC 27001:2022 checklist, semi-

structured interviews, and documentation review. The analysis was conducted 

based on the ISO 31000 framework, which includes identification, likelihood and 

impact analysis, risk level evaluation using a matrix, and the formulation of 

mitigation recommendations. The measurement results were presented in terms of 

control compliance percentages and a risk register to illustrate the information 

security conditions at the Yogyakarta Communication and Information Agency. 

The results of the study indicate that most information security controls have 

been implemented effectively, with risk levels ranging from low to moderate. This 

suggests that the information security management system of the Yogyakarta 

Communication and Information Agency is adequate, although there are still 

weaknesses in information asset management and access controls. This research 

provides a basis for recommendations to strengthen information security policies 

and can be utilized by other government agencies as a reference for the 

implementation of ISO/IEC 27001:2022. 

Keyword: ISO/IEC 27001:2022, information security risk, risk management, 

ISMS controls, Ministry of Communication and Information Technology. 


