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INTISARI

Perkembangan teknologi dari tahun ke tahun semakin pesat. Smartphone
merupakan gambaran dari pesatnya perkembangan teknologi saat ini, Di
smartphone android banyak aplikasi-aplikasi yang memudahkan dalam kehidupan
sehari-hari salah satunya adalah aplikasi Instant Messenger (IM) MiChat. MiChat
aplikasi yang sering disalahgunakan untuk transaksi prostitusi online. Selain itu,
jika user mengetikkan kata “MiChat” dipencarian google maka mesin algoritma
google akan mengindeks tentang MiChat dan prostitusi. Oleh sebab itu peneliti
akan melakukan penelitian pada aplikasi MiChat dengan menggunkan skenario
prostitusi online.

Skenarionya adalah seorang mucikari melakukan transaksi prostitusi online
dengan pelangan melalui aplikasi MiChat setelah transaksi disetujui oleh kedua
belah pihak, mucikari menghapus pesan percakapan tersebut. Saat mucikari
ditangkap polisi karena kurangnya bukti maka harus dilakukan proses digital
forensik untuk mencari bukti digital yang dihapus pelaku. Proses digital forensik
mengunakan metode penelitian NIST SP800-86 yaitu collection, examination,
analysis dan reporting. Collection tahap pengumpulan barang bukti berupa sebuah
smartphone Xiaomi Redmi 3. Examinaton di tahap ini rooting smartphone
menggunkan aplikasi KingRoot lalu sambungkan smartphone ke laptop yang sudah
terinstal MOBILedit forensic selanjutnya recovery data yang ada pada smartphone.
Analysis, pada tahap ini analisis data yang telah direcovery dan cari bukti digital.
Reporting ditahap ini adalah membuat laporan dari hasil peneltian.

Proses digital forensik untuk mencari bukti digital dengan metode NIST
SP800-86 berhasil dilakukan dan didapatkan hasil bukti digital berupa file
percakapan  di  5333269437068288social.db, - file audio di file
ZiSp1634650131753.0gg dan File video gagal di recovery hanya tumbnailnya saja
yang ter-recovery di file 918453.thumbnail.

Kata Kunci: MiChat, NIST, Bukti digital, Digital forensik
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ABSTRACT

The development of technology from year to year is increasing rapidly.
Smartphones are an illustration of the rapid development of technology today. On
Android smartphones, there are many applications that make it easier in everyday
life, one of which is the Instant Messenger (IM) MiChat application. MiChat is an
application that is often misused for online prostitution transactions. In addition, if
the user types the word "MiChat" in a google search, the google algorithm engine
will index about MiChat and prostitution. Therefore, researchers will conduct
research on the MiChat application using online prostitution scenarios.

The scenario is that a pimp conducts an online prostitution transaction with
a customer through the MiChat application after the transaction is approved by
both parties, the pimp deletes the conversation message. When a pimp is arrested
by the police for lack of evidence, a digital forensic process must be carried out to
find digital evidence that was deleted by the perpetrator. The digital forensic
process uses the NIST SP800-86 research method, namely collection, examination,
analysis and reporting. Collection stage of collecting evidence in the form of a
Xiaomi Redmi 3 smartphone. Examination at this stage rooting the smartphone
using the KingRoot application and then connecting the smartphone to a laptop
that has MOBILedit forensics installed then data recovery on the smartphone.
Analysis, at this stage analyze the recovered data and look for digital evidence.
Reporting at this stage is to make a report from the results of the research.

The digital forensics process to search for digital evidence using the NIST
SP800-86 method was successfully carried out and digital evidence was obtained
in the form of a conversation file at 5333269437068288social.db, an audio file in
the ZiSp1634650131753.0gg file and a video file that failed to recover, only the
thumbnail was recovered in the file. 918453.thumbnails.

Keyword: MiChat, NIST, Digital evidence, Digital forensic
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