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INTISARI 
 

Phishing merupakan ancaman siber yang dapat mencuri informasi pribadi 

melalui situs palsu. Kompleksitas serangan phishing membuat sistem deteksi sulit 

menjelaskan alasan di balik setiap keputusan, sehingga menurunkan kepercayaan 

pengguna. Oleh karena itu, diperlukan pendekatan yang mampu memberikan 

transparansi dalam proses deteksi. 

 

Penelitian ini membandingkan beberapa teknik Explainable Artificial 

Intelligence (XAI) dalam menjelaskan model deteksi phishing berbasis machine 

learning. Model yang diuji meliputi Logistic Regression, Decision Tree, XGBoost, 

LightGBM, dan CatBoost. Sementara teknik XAI yang digunakan antara lain 

SHapley Additive exPlanations (SHAP), Local Interpretable Model-Agnostic 

Explanations (LIME), dan Partial Dependence Plot (PDP). Dataset yang 

digunakan terdiri dari fitur-fitur situs phishing dan non-phishing yang telah diproses 

dan diklasifikasi. 

 

Hasil menunjukkan bahwa teknik XAI dapat menjelaskan berapa kontribusi 

setiap fitur terhadap prediksi model, terutama SHAP dan LIME yang mampu 

memberikan visualisasi interpretatif. Penelitian ini diharapkan dapat meningkatkan 

transparansi dan kepercayaan terhadap sistem deteksi phishing serta bermanfaat 

bagi pengembang sistem keamanan dan peneliti di bidang AI dan keamanan siber. 

 

Kata kunci: phishing, explainable AI, SHAP, LIME, PDP. 
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ABSTRACT 
 

Phishing is a cyber threat  designed to steal personal information 

through deceptive websites. The increasing complexity of phishing attacks makes 

traditional detection systems less transparent, which can reduce user trust. 

Therefore, an approach that provides interpretability and transparency in detection 

decisions is essential. 

This research presents a comparative analysis of several Explainable 

Artificial Intelligence (XAI) techniques applied to phishing detection models. The 

models evaluated include Logistic Regression, Decision Tree, XGBoost, 

LightGBM, and CatBoost. The XAI methods used in this study are SHAP (Shapley 

Additive Explanations), LIME (Local Interpretable Model-Agnostic Explanations), 

and PDP (Partial Dependence Plot). The dataset consists of various features 

extracted from both phishing and legitimate websites, which are processed and 

classified using selected machine learning algorithms. 

The results show that XAI techniques, particularly SHAP and LIME, are 

research contributes to enhancing the interpretability and transparency of phishing 

detection systems, and can be useful for security system developers, end users, and 

researchers in the field of cybersecurity and artificial intelligence. 

Keywords: phishing, explainable AI, SHAP, LIME, PDP. 


