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INTISARI

Perusahaan X merupakan sebuah perusahaan swasta yang bergerak di
bidang teknologi informasi sejak tahun 2021. Dalam menjalankan bisnis di bidang
teknologi informasi, keamanan menjadi prioritas bagi keberlangsungan perusahaan.
Sebelumnya, perusahaan belum pernah melakukan pengukuran kinerja keamanan
siber dan sumber daya perusahaan yang terbatas dalam mengelola keamanan siber.
Pada penelitian ini, akan dilakukan pengukuran Kkinerja keamanan siber
menggunakan metode Balanced Scorecard (BSC) dengan pendekatan aspek
keamanan yang disebut Security Balanced Scorecard. Penelitian ini bertujuan
untuk mengukur kinerja keamanan siber yang komprehensif berdasarkan konsep
Security Balanced Scorecard. Melalui identifikasi dan pengukuran Key
Performance Indicator (KPI) yang relevan terhadap strategi perusahaan, hasil
penelitian menunjukkan bahwa Security Balanced Scorecard terbukti efektif dalam
melakukan penilaian keamanan siber di Perusahaan X. Berdasarkan hasil akhir
pengukuran KPI menunjukkan bahwa tingkat keamanan siber pada level
perusahaan dan divisi IT termasuk dalam kategori Sangat Baik dengan skor masing-
masing 95.7 dan 93.8. Sementara itu, divisi finansial dan divisi manajemen berada
dalam kategori Baik dengan skor masing-masing 80 dan 84.5. Meskipun demikian,
terdapat kekurangan pada KPI terkait jumlah program pelatihan dan pendidikan
cyber security. Sebagai tindak lanjut, perusahaan merencanakan program pelatihan
keamanan siber khusus yang akan dilaksanakan secara rutin setiap tahun pada
kuartal pertama dan ketiga.

Kata kunci: security balanced scorecard, keamanan, teknologi informasi.
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ABSTRACT

Company X is a private company engaged in information technology since
2021. In operating a business in the field of information technology, security is a
priority for the sustainability of the company. Before, the company had never
measured cybersecurity performance and limited company resources in managing
cybersecurity. In this research, cybersecurity performance measurement will be
carried out using the Balanced Scorecard (BSC) method with a security aspect
approach called the Security Balanced Scorecard. This research aims to measure
comprehensive cybersecurity performance based on the Security Balanced
Scorecard concept. Through the identification and measurement of Key
Performance Indicators (KPI) that are relevant to the company's strategy, the
results showed that the Security Balanced Scorecard proved to be effective in
conducting a cybersecurity assessment at Company. Based on the final results of
the KPI measurement, it shows that the level of cybersecurity at the company level
and the IT division is in the Very Good category with scores of 95.7 and 93.8
respectively. Meanwhile, the financial division and management division are in the
Good category with scores of 80 and 84.5 respectively. However, there is a lack in
the KPI related to the number of cyber security training and education programs.
As a remediation, the company is planning a special cyber security training
program that will be conducted regularly every year in the first and third quarters.

Keyword: security balanced scorecard, security, information technology
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