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INTISARI

Keamanan jaringan komputer semakin penting seiring dengan
meningkatnya jumlah perangkat dan kompleksitas infrastruktur jaringan. Serangan
seperti Denial of Service (DoS), Remote to Local (R2L), User to Root (U2R), dan
Probe menjadi ancaman serius yang perlu dideteksi sedini mungkin. Metode
deteksi tradisional berbasis signature memiliki keterbatasan dalam menghadapi
serangan baru yang belum terdokumentasi. Oleh karena itu, pendekatan berbasis
heuristic-based digunakan untuk mendeteksi anomali secara proaktif.

Penelitian ini menggunakan lima algoritma Machine Learning, yaitu
Logistic Regression, Random Forest, Support Vector Machine (SVM), Naive
Bayes, dan K-Nearest Neighbors (KNN) untuk mengidentifikasi serangan siber.
Dua dataset yang digunakan adalah NSL-KDD dan UNSW-NBI5 yang
mencerminkan berbagai jenis serangan dan lalu lintas jaringan. Proses penelitian
mencakup pra-pemrosesan data, pembagian data, penyeimbangan data
menggunakan SMOTETomek, pelatthan model, dan optimasi dengan
GridSearchCV'.

Pada NSL-KDD biner, Akurasi Random Forest mencapai 100%, SVM 99%,
KNN 100% dengan recall 99%, Logistic Regression 95%, dan Naive Bayes 89%.
Pada UNSW-NBI5 biner, Random Forest 99%, KNN 97%, SVM 96%, Logistic
Regression 95%, dan Naive Bayes 90%. Untuk multi-kelas NSL-KDD, Akurasi
Random Forest 100%, SVM 99%, KNN 99%, Logistic Regression 94%, dan Naive
Bayes 74%. Pada multi-kelas UNSW-NB15, Random Forest 85%, KNN 81%, SVM
77%, Logistic Regression 73%, dan Naive Bayes 60%. Hasil ini menunjukkan
Random Forest sebagai model paling andal untuk pengembangan sistem deteksi
dini serangan jaringan.

Kata kunci: Machine Learning, Deteksi Anomali, Serangan Siber, NSL-KDD,
UNSW-NBI15
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ABSTRACT

The importance of computer network security is increasing along with the
rise of connected devices and network complexity. Attacks such as Denial of Service
(DoS), Remote to Local (R2L), User to Root (U2R), and Probe pose serious threats
that must be detected early. Traditional signature-based detection methods are
limited in identifying new and undocumented threats. Therefore, a heuristic-based
approach is proposed to detect anomalies proactively.

This study employs five Machine Learning algorithms: Support Vector
Machine (SVM), Random Forest, Naive Bayes, K-Nearest Neighbors (KNN), and
Logistic Regression to identify cyber attacks. Two datasets, NSL-KDD and UNSW-
NBI15, are used due to their variety of attack types and network traffic
representation. The methodology includes data preprocessing, data splitting, class
balancing with SMOTETomek, model training, and optimization using
GridSearchCV.

In NSL-KDD binary, accuracy Random Forest achieved 100%, SVM 99%,
KNN 100% with 99% recall, Logistic Regression 95%, and Naive Bayes 89%. In
UNSW-NBI15 binary, Random Forest reached 99%, KNN 97%, SVM 96%, Logistic
Regression 95%, and Naive Bayes 90%. For NSL-KDD multi-class, Random Forest
obtained 100%, SVM 99%, KNN 99%, Logistic Regression 94%, and Naive Bayes
74%. In UNSW-NB15 multi-class, accuracy Random Forest scored 85%, KNN
81%, SVM 77%, Logistic Regression 73%, and Naive Bayes 60%. These results
highlight Random Forest as the most reliable model for developing early intrusion
detection systems.

Keyword: Machine Learning, Anomaly Detection, Cyber Attack, NSL-KDD,
UNSW-NBI5
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