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INTISARI

Website telah menjadi media utama dalam mendukung kegiatan promosi digital,
termasuk bagi pelaku usaha seperti Woodenloka.store. Namun, seiring dengan
meningkatnya penggunaan teknologi web, risiko keamanan terhadap sistem web juga
semakin tinggi. Penelitian ini bertujuan untuk menganalisis kerentanan pada website
Woodenloka.store menggunakan standar kerentanan dari OWASP Top 10 tahun 2021.
Pengujian dilakukan dengan menggunakan beberapa tools seperti Nmap, OWASP ZAP,
WPScan, Nikto, dan WhatWaf. Hasil dari penelitian menunjukkan adanya beberapa
kerentanan tingkat menengah hingga tinggi, termasuk tidak adanya header keamanan
(seperti X-Frame-Options dan Strict-Transport-Security), keberadaan plugin WordPress
yang rentan terhadap serangan XSS (Stored Cross Site Scripting), serta port FTP (21)
yang masih aktif. Selain itu, sistem belum dilengkapi dengan Web Application Firewall
(WAF). Penelitian ini memberikan rekomendasi perbaikan, seperti penguatan
konfigurasi server, pembaruan komponen, serta penerapan WAF. Dengan adanya
analisis ini, diharapkan pengelola website dapat meningkatkan ketahanan sistem dari
potensi serangan siber di masa mendatang.

Kata kunci: owasp top 10, wordpress, penetration testing, nikto, owasp zap.
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ABSTRACT

Websites have become essential platforms for supporting digital promotional
activities, including for businesses such as Woodenloka.store. However, with the
growing use of web technology, the risk of web-based security threats also increases.
This study aims to analyze vulnerabilities in the Woodenloka.store website using
OWASP Top 10 (2021) vulnerability framework. The testing involved various tools,
including Nmap, OWASP ZAP, WPScan, Nikto, and WhatWaf. The results revealed
several medium to high-risk vulnerabilities, such as missing HTTP security headers (X-
Frame-Options and Strict-Transport-Security), a WordPress plugin vulnerable to Stored
Cross Site Scripting (XSS), and an active FTP port (21). Additionally, the system lacks
a Web Application Firewall (WAF). This study provides recommendations such as
server configuration hardening, component updates, and WAF implementation. It is
expected that the findings will assist website administrators in improving the resilience
of the system against future cyber threats.

Keyword: owasp top 10, wordpress, penetration testing, nikto, owasp zap
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