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INTISARI

Penelitian ini merancang dan mengimplementasikan aplikasi web lokal
untuk proses enkripsi dan dekripsi file dengan memadukan algoritma RSA dan
AES, serta menerapkan metode Analytical Hierarchy Process (AHP) dan Simple
Additive Weighting (SAW) dalam penilaian efektivitas sistem. Sistem yang
dikembangkan terdiri dari tiga komponen utama, yakni antarmuka pengguna
(frontend), server aplikasi (backend) berbasis Flask (python), dan database untuk
penyimpanan file serta metadata. Algoritma RSA digunakan untuk mengamankan
kunci AES, sementara AES berperan dalam mengenkripsi dan mendekripsi
berbagai jenis file, seperti PNG, JPG, PDF, DOCX, TXT, dan MP4.

Evaluasi sistem dilakukan dengan tiga kondisi data, yaitu file terenkripsi,
terdekripsi, dan tanpa enkripsi. Analisis performa mencakup pengukuran waktu
proses, penggunaan CPU, konsumsi memori (RAM), dan throughput. Penentuan
bobot masing-masing parameter dilakukan dengan metode AHP, sedangkan
penilaian akhir efektivitas sistem dihitung menggunakan metode SAW. Hasil
pengujian menunjukkan bahwa aplikasi berjalan optimal pada file berukuran kecil
hingga sedang, dengan proses enkripsi memperoleh nilai efektivitas “Cukup Baik”
sebesar 53,19%. Namun, proses dekripsi dan tanpa enkripsi masih berada pada
kategori “Tidak Baik”, masing-masing dengan skor 24,07% dan 32,20%. Secara
keseluruhan, efektivitas sistem sebesar 36,49% dengan kategori “Tidak Baik” yang
menandakan perlunya optimalisasi lebih lanjut agar aplikasi siap digunakan secara
praktis.

Penelitian ini memberikan kontribusi dalam integrasi algoritma kriptografi
dengan metode pengambilan keputusan multikriteria yaitu metode AHP dan
metode SAW untuk menilai performa sistem keamanan data berbasis web.
Penelitian ini diharapkan dapat menjadi acuan bagi pengembangan aplikasi serupa
yang menuntut keseimbangan antara keamanan dan efisiensi.

Kata kunci: Kriptografi, RSA, AES, Analytical Hierarchy Process (AHP),
Simple Additive Weighting (SAW), enkripsi file, efektivitas sistem, keamanan
data.

xvi



ABSTRACT

This study designs and implements a local web application for file
encryption and decryption by integrating the RSA and AES cryptographic
algorithms. Additionally, it applies the Analytical Hierarchy Process (AHP) and
Simple Additive Weighting (SAW) methods to evaluate the system’s effectiveness.
The developed system consists of three main components: a user interface
(frontend), an application server (backend) based on Flask (Python), and a
database for storing files and metadata. RSA is utilized to secure the AES key, while
AES encrypts and decrypts various file formats, including PNG, JPG, PDF, DOCX,
TXT, and MPA4.

The system evaluation compares three data conditions: encrypted,
decrypted, and unencrypted. Performance analysis involves measuring processing
time, CPU usage, memory consumption (RAM), and throughput. The weighting of
each parameter is determined using the AHP method, while the overall system
effectiveness is calculated through the SAW method. Test results indicate that the
application operates optimally with small to medium-sized files, with the encryption
process achieving a “Fair” effectiveness score of 53,19%. However, the decryption
and unencrypted processes fall into the “Poor” category, scoring 24.07% and
32,20%, respectively. Overall, the system’s effectiveness is rated at 36,49%,
categorized as “Poor,” highlighting the need for further optimization to make the

application practical for real-world use.

This research contributes to the integration of cryptographic algorithms
with multi-criteria decision-making methods, namely the AHP and SAW methods,
to evaluate the performance of web-based data security systems. This study is
expected to serve as a reference for the development of similar applications that

require a balance between security and efficiency

Keywords: Cryptography, RSA, AES, Analytical Hierarchy Process (AHP),
Simple Additive Weighting (SAW), file encryption, system effectiveness, data

security.
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