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INTISARI

Seiring dengan meningkatnya penggunaan internet, ancaman serangan siber
seperti phishing juga semakin marak terjadi. Phishing merupakan metode penipuan
yang memanfaatkan teknik rekayasa sosial dan teknologi untuk mencuri informasi
sensitif pengguna melalui situs web palsu yang menyerupai situs resmi. Penelitian
ini bertujuan untuk mendeteksi situs phishing menggunakan pendekatan machine
learning dengan membandingkan performa tiga algoritma klasifikasi, yaitu Support
Vector Machine (SVM), Random Forest (RF), dan Naive Bayes (NB). Dataset yang
digunakan berasal dari sumber publik di Kaggle dan terdiri dari 11.430 URL yang
telah diklasifikasikan sebagai phishing dan non-phishing. Proses penelitian
meliputi tahap preprocessing data, seleksi fitur menggunakan analisis korelasi,
pembagian data menjadi data latih dan data uji, pelatthan model, serta evaluasi
menggunakan metrik accuracy, precision, recall, F1-score, dan confusion matrix.
Hasil evaluasi menunjukkan bahwa algoritma Random Forest memberikan
performa terbaik dengan nilai accuracy, precision, recall, dan F'I-score masing-
masing sebesar 0,96. Algoritma SVM mencatatkan nilai accuracy sebesar 0,93,
precision 0,92, recall 0,94, dan FI-score 0,93, sedangkan Naive Bayes memperoleh
accuracy sebesar 0,85, precision 0,91, recall 0,78, dan F'I-score 0,84. Berdasarkan
hasil tersebut, algoritma Random Forest dinilai paling efektif untuk diterapkan
dalam sistem deteksi phishing berbasis URL.

Kata kunci: Phishing, Pembelajaran Mesin, Support Vector Machine, Random

Forest, Naive Bayes

XV



ABSTRACT

With the increasing use of the internet, the threat of cyberattacks such as
phishing has also become more widespread. Phishing is a form of fraud that utilizes
social engineering techniques and technology to steal sensitive user information
through fake websites that resemble legitimate ones. This study aims to detect
phishing websites using a machine learning approach by comparing the
performance of three classification algorithms: Support Vector Machine (SVM),
Random Forest (RF), and Naive Bayes (NB). The dataset used in this research was
obtained from a public source on Kaggle and consists of 11,430 URLs classified as
either phishing or legitimate. The research process includes data preprocessing,
feature selection using correlation analysis, data splitting into training and testing
sets, model training, and evaluation using metrics such as accuracy, precision,
recall, Fl-score, and confusion matrix. The evaluation results show that the
Random Forest algorithm achieved the best performance, with accuracy, precision,
recall, and F1-score all reaching 0.96. The SVM algorithm achieved an accuracy
of 0.93, precision of 0.92, recall of 0.94, and FI-score of 0.93, while Naive Bayes
obtained an accuracy of 0.85, precision of 0.91, recall of 0.78, and Fl-score of
0.84. Based on these results, the Random Forest algorithm is considered the most
effective for implementation in a URL-based phishing detection system.

Keyword: Phishing, Machine learning, Support Vector Machine, Random Forest,
Naive Bayes
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