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INTISARI

Ancaman ransomware menjadi salah satu bentuk serangan siber yang paling
merugikan dan berkembang pesat. Penelitian ini bertujuan untuk menganalisis
efektivitas serta membandingkan metode pencegahan ransomware menggunakan
pfSense dengan Snort IDS/IPS dan Antivirus Avast. Penelitian dilakukan melalui
simulasi serangan crypto ransomware yang melibatkan koneksi reverse shell dan
distribusi file malware, dengan pengujian terhadap dua skenario sistem keamanan.

Hasil pengujian menunjukkan bahwa pfSense dengan Snort IDS/IPS
mampu mendeteksi aktivitas jaringan mencurigakan secara real-time dan
memblokir koneksi reverse shell sebelum malware aktif, menandakan efektivitas
tinggi dalam pencegahan berbasis jaringan. Sementara itu, Antivirus Avast berhasil
mendeteksi dan mengarantina file berbahaya setelah proses unduhan hampir
selesai, yang menunjukkan pendekatan deteksi yang bersifat reaktif di sisi endpoint.

Kesimpulannya, pfSense dengan Snort lebih unggul dalam mencegah
serangan sejak dini melalui jaringan, sedangkan Avast lebih efektif dalam
menangani file berbahaya yang sudah masuk ke sistem. Untuk meningkatkan
keamanan secara menyeluruh, kombinasi penggunaan keduanya direkomendasikan
guna membentuk sistem pertahanan berlapis terhadap berbagai jenis serangan
ransomware.

Kata kunci: pfSense, Snort IDS/IPS, Antivirus Avast, Keamanan Jaringan, Crypto
Ransomware.
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ABSTRACT

Ransomware has emerged as one of the most damaging and rapidly
evolving forms of cyberattacks. This research aims to analyze and compare the
effectiveness of ransomware prevention methods using pfSense with Snort IDS/IPS
and Avast antivirus. The study involves simulated crypto ransomware attacks,
including reverse shell connections and malware distribution, tested across two
different security scenarios.

The results show that pfSense with Snort IDS/IPS successfully detects
suspicious network activity in real time and blocks reverse shell connections before
the malware becomes active, demonstrating high effectiveness in network-based
prevention. On the other hand, Avast antivirus detects and quarantines a malicious
file after the download is nearly complete, indicating a reactive detection approach
at the endpoint level.

In conclusion, pfSense with Snort proves to be more effective in early
detection and prevention of network-based attacks, while Avast is more capable of
handling threats that reach the endpoint. For optimal protection, the combined use
of ‘both systems is recommended to establish a comprehensive layered defense
against various types of ransomware attacks..

Keyword: pfSense, Snort IDS/IPS, Avast Antivirus, Network Security, Crypto
Ransomware.
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