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INTISARI

Penelitian ini mengeksplorasi pendekatan Quality dan Differential Analysis
untuk menilai kinerja algoritma AES-Cipher Block Chaining (AES-CBC) pada
enkripsi gambar. Algoritma AES-CBC dipilih karena kemampuannya dalam
mengenkripsi data gambar secara aman dan efisien. Penelitian ini berfokus pada
implementasi AES-CBC untuk mengenkripsi dan mendekripsi gambar color dan
grayscale berukuran 512 x 512 piksel, dengan tujuan mengimplementasikan
algoritma tersebut dan mengevaluasi hasil enkripsi dan dekripsi menggunakan
metrik Quality dan Differential.

Metode yang digunakan dalam penelitian ini melibatkan proses enkripsi dan
dekripsi menggunakan AES-CBC pada gambar dengan ukuran dan tipe yang
berbeda. Evaluasi dilakukan dengan menggunakan metrik kualitas seperti Mean
Squared Error (MSE), Root Mean Squared Error (RMSE), Peak Signal-to-Noise
Ratio (PSNR), dan Structural Similarity Index (SSIM) untuk menilai kualitas
enkripsi dan dekripsi. Selain itu, metrik efisiensi diferensial seperti Number of
Changing Pixels Rate (NPCR), Unified Average Changing Intensity (UACI), dan
Correlation Coefficient (CC) digunakan untuk mengukur perubahan diferensial dan
pengacakan piksel.

Hasil penelitian menunjukkan nilai MSE dan RMSE pada nilai 0, PSNR
melebihi 30db, serta SSIM mencapai 1, mencerminkan kualitas dekripsi yang
sangat baik. Nilai NPCR dan UACI mencapai persentase ideal, menunjukkan
kemampuan algoritma menangani perubahan diferensial, sementara CC antara
gambar asli dan terenkripsi mencapai nol, membuktikan pengacakan piksel yang
efektif. Penelitian ini memberikan wawasan tentang efektivitas AES-CBC dalam
mengamankan file gambar dan mendukung pengembangan metode enkripsi yang
lebih aman di masa depan.

Kata kunci: AES-CBC, Enkripsi Gambar, Quality & Differential Analysis,
Keamanan Data Citra, Evaluasi Kinerja.
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ABSTRACT

This study explores the use of Quality and Differential Analysis approaches
to evaluate the performance of the AES-Cipher Block Chaining (AES-CBC)
algorithm in image encryption. AES-CBC was chosen for its capability to securely
and efficiently encrypt image data. The research focuses on the implementation of
AES-CBC to encrypt and decrypt both color and grayscale images with a resolution
of 512 x 512 pixels, aiming to implement the algorithm and assess the encryption
and decryption results using Quality and Differential metrics.

The methodology involves encrypting and decrypting images of various
types and sizes using the AES-CBC algorithm. The evaluation is conducted using
quality metrics such as Mean Squared Error (MSE), Root Mean Squared Error
(RMSE), Peak Signal-to-Noise Ratio (PSNR), and Structural Similarity Index
(SSIM) to assess the quality of encryption and decryption. Additionally, differential
efficiency metrics such as Number of Changing Pixels Rate (NPCR), Unified
Average Changing Intensity (UACI), and Correlation Coefficient (CC) are used to
measure differential changes and pixel randomness.

The results show MSE and RMSE values of 0, PSNR exceeding 30 dB, and
an SSIM score of 1, reflecting excellent decryption quality. The NPCR and UACI
values reach ideal percentages, indicating the algorithm’s ability to handle
differential changes, while the CC between the original and encrypted images
reaches zero, demonstrating effective pixel randomization. This study provides
insights into the effectiveness of AES-CBC in securing image files and supports the
development of more secure encryption methods in the future.

Keyword: AES-CBC, image encryption, Quality & Differential Analysis, Image
Data Security, Performance Evaluation
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