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INTISARI

Institusi pendidikan seperti SMK Negeri 1 Cilacap menghadapi tantangan
besar dalam mengelola teknologi informasi dan keamanan siber. Minimnya alat
bantu untuk melakukan audit mandiri berbasis standar internasional seperti COBIT
(Control Objectives for Information and Related Technologies), menyebabkan
kesulitan dalam mengidentifikasi celah keamanan, risiko T1, dan mengevaluasi tata
kelola TI secara efektif. Akibatnya, potensi kerentanan sistem, risiko kebocoran
data, serta ketidakoptimalan pengelolaan infrastruktur Tl dapat terjadi, yang
berdampak pada operasional sekolah.

Penelitian ini bertujuan untuk mengembangkan sistem audit mandiri
berbasis web dengan menerapkan kerangka kerja COBIT 2019. Metodologi yang
digunakan meliputi analisis kebutuhan, perancangan sistem, pengembangan
platform audit interaktif, serta uji coba dan evaluasi sistem oleh pengguna di SMK
Negeri 1 Cilacap. Implementasi COBIT 2019 disesuaikan dengan kebutuhan
institusi pendidikan kejuruan, melibatkan penyesuaian proses, keterlibatan
pemangku kepentingan, dan strategi komunikasi untuk memastikan solusi yang
praktis dan relevan.

Hasil penelitian ini berupa website audit yang memungkinkan SMK
melakukan audit Tl secara mandiri dengan fitur seperti penilaian risiko,
pemantauan kepatuhan, dan pelaporan otomatis. Sistem ini diharapkan dapat
meningkatkan kesadaran akan pentingnya audit Tl, mendukung pengambilan
keputusan berbasis data, serta meningkatkan efisiensi dan efektivitas pengelolaan
TI sekolah. Selain bermanfaat bagi SMK Negeri 1 Cilacap, sistem ini juga dapat
menjadi model bagi institusi pendidikan lain. Penelitian lanjutan dapat
mengintegrasikan kecerdasan buatan untuk analisis risiko prediktif dan memperluas
studi ke institusi lain untuk validasi lebih lanjut.

Kata kunci: Audit Mandiri, COBIT 2019, Teknologi Informasi, Website, SMK
Negeri 1 Cilacap
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ABSTRACT

Educational institutions such as SMK Negeri 1 Cilacap face major
challenges in managing information technology and cybersecurity. The lack of
tools to conduct self-audits based on international standards such as COBIT
(Control Objectives for Information and Related Technologies), causes difficulties
in identifying security gaps, IT risks, and evaluating IT governance effectively. As
a result, potential system vulnerabilities, the risk of data leakage, as well as
unoptimized IT infrastructure management can occur, which has an impact on
school operations.

This research aims to develop a web-based self-audit system by applying
the COBIT 2019 framework. The methodology used includes needs analysis, system
design, development of an interactive audit platform, and user testing and
evaluation of the system at SMK Negeri 1 Cilacap. The implementation of COBIT
2019 is tailored to the needs of vocational education institutions, involving process
adjustments, stakeholder involvement, and communication strategies to ensure a
practical and relevant solution.

The result of this research is an audit website that allows SMKs to conduct
IT audits independently with features such as risk assessment, compliance
monitoring, and automated reporting. The system is expected to increase awareness
of the importance of IT audits, support data-based decision making, and improve
the efficiency and effectiveness of school IT management. Besides being useful for
SMK Negeri 1 Cilacap, this system can also be a model for other educational
institutions. Further research can integrate artificial intelligence for predictive risk
analysis and extend the study to other institutions for further validation.

Keywords: Self-Audit, COBIT 2019, Information Technology, Website, SMK
Negeri 1 Cilacap.
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