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INTISARI

Phishing merupakan upaya ilegal untuk mencuri informasi penting seperti
user ID dan kata sandi melalui situs palsu [1]. Laporan APWG mencatat 165.772
situs phishing terdeteksi pada kuartal pertama 2020, dengan rekor 245.771 serangan
di Januari 2021, yang mayoritas menargetkan lembaga keuangan [2], [3]. Untuk
mencegah ancaman ini, pengembangan model machine learning, seperti Random
Forest, digunakan karena akurasinya tinggi dan kemampuannya menangani dataset
kompleks. Namun, untuk mengurangi kompleksitas komputasi, seleksi fitur seperti
Chi-Square dan RFE diterapkan, serta hyperparameter tuning dengan Bayesian
Optimization dilakukan untuk meningkatkan performa model. Penelitian ini
menggunakan dataset Phishing Websites dari UCI Machine Learning Repository
dengan 31 fitur kategorikal. Langkah-langkah penelitian meliputi prapemrosesan
data, seleksi fitur dengan Chi-Square dan RFE, serta tuning hyperparameter
menggunakan Bayesian Optimization. Evaluasi dilakukan dengan cross-validation
10 fold untuk mengukur akurasi dan recall. Hasil penelitian menunjukkan
kombinasi Chi-Square dan Bayesian Optimization menghasilkan akurasi tertinggi
sebesar 97,02% dengan cross-validation 97,29%, lebih baik dibandingkan lainnya.
Hal ini membuktikan bahwa Chi-Square efektif untuk seleksi fitur pada data
nominal, sedangkan Bayesian Optimization membantu meningkatkan performa
model secara efisien. Penelitian ini dapat dimanfaatkan oleh institusi keamanan
siber dan lembaga pemerintah untuk mendeteksi situs web phishing dengan lebih

andal.

Kata kunci: Bayesian Optimization, Chi-Square, phishing, Random Forest, RFE.
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ABSTRACT

Phishing is an illegal attempt to steal important information such as user IDs
and passwords through fake sites [1]. The APWG report noted 165,772 phishing
sites detected in the first quarter of 2020, with a record 245,771 attacks in January
2021, the majority of which targeted financial institutions [2], [3]. To prevent these
threats, the development of machine learning models, such as Random Forest, is
used due to its high accuracy and ability to handle complex datasets. However, to
reduce computational complexity, feature selection such as Chi-Square and RFE
are applied, and hyperparameter tuning with Bayesian Optimization is performed
to improve model performance. This study uses the Phishing Websites dataset from
the UCI Machine Learning Repository with 31 categorical features. The research
steps include data preprocessing, feature selection with Chi-Square and RFE, and
hyperparameter tuning using Bayesian Optimization. Evaluation is done with 10
fold cross-validation to measure accuracy and recall. The results showed that the
combination of Chi-Square and Bayesian Optimization produced the highest
accuracy of 97.02% with a cross-validation of 97.29%, better than other
combinations of methods. This proves that Chi-Square is effective for feature
selection on nominal data, while Bayesian Optimization helps improve model
performance efficiently. This research can be utilized by cybersecurity institutions

and government agencies to detect phishing websites more reliably.

Keyword: Bayesian Optimization, Chi-Square, phishing, Random Forest, RFE.
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