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INTISARI 

Seiring dengan meningkatnya kasus pembobolan data melalui teknik injeksi 

SQL (SQL Injection), puncaknya pada akhir Juni 2024 diduga data milik 

Kementerian Komunikasi dan Informatika  telah bocor dan dibandrol dengan harga 

sekitar Rp. 1,9 miliar yang berisikan data pribadi meliputi NIK dan detail rekening 

perbankan yang hingga saat ini, belum ada langkah tegas dari Kominfo terkait 

permasalahan ini. Dalam upaya serangan SQL Injection ini, peneliti  

mengembangkan sistem deteksi SQL Injection menggunakan model Random 

Forest dengan preprocessing menggunakan Bag of Words serta hyperparameter 

tuning. Model ini dipilih karena kemampuannya dalam menangani data yang 

kompleks dan menghasilkan model yang kuat. Penelitian ini melibatkan 

serangkaian percobaan untuk menguji performa Random Forest dalam mendeteksi 

query SQL Injection dan query normal. Hasil penelitian menunjukkan bahwa 

Random Forest efektif dalam mendeteksi SQL Injection, dengan performa yang 

cukup baik setelah dilakukan modifikasi dari beberapa aspek hyperparameter 

seperti n_estimators, max_depth, min_samples_split, min_samples_leaf, 

max_features, dan random_state dengan menghasilkan akurasi sebesar 0.969, 

Presisi sebesar 1.0, F1-Score sebesar 0.952, dan Recall sebesar 0.908. Penyesuaian 

hyperparameter ini terbukti mampu mencegah overfitting dan meningkatkan 

akurasi model secara keseluruhan. Dengan demikian, dapat disimpulkan bahwa 

Random Forest dapat digunakan secara efektif untuk mendeteksi serangan SQL 

Injection melalui query yang muncul. Semoga dari penelitian ini dapat 

dikembangkan lagi dengan beberapa pendekatan-pendekatan canggih lainnya. 

Kata kunci: Random Forest, Machine Learning, Query, SQL Injection, 

Hyperparameter 
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ABSTRACT 

Along with the increasing cases of data breaches using SQL injection 

techniques, the peak at the end of June 2024 is that it is suspected that data 

belonging to the Ministry of Communication and Information has been leaked and 

is priced at around Rp. 1.9 billion containing personal data including NIK and 

banking account details. Until now, there has been no firm action from the Ministry 

of Communication and Information regarding this issue. In this SQL Injection 

attack effort, researchers developed a SQL Injection detection system using the 

Random Forest model with preprocessing using Bag of Words and hyperparameter 

tuning. This model was chosen because of its ability to handle complex data and 

produce a robust model. This research involves a series of experiments to test the 

performance of Random Forest in detecting SQL Injection queries and normal 

queries.. The research results show that Random Forest is effective in detecting 

SQL Injection, with quite good performance after modifying several 

hyperparameter aspects such as n_estimators, max_depth, min_samples_split, 

min_samples_leaf, max_features, and random_state, producing an accuracy of 

0.969, Precision of 1.0, F1-Score of 0.952, and Recall of 0.908. In addition, this 

hyperparameter adjustment has been proven to be able to prevent overfitting and 

increase overall model accuracy. Thus, in this research it is concluded that Random 

Forest can be used effectively to detect SQL Injection attacks through the queries 

that appear. Hopefully this research can be further developed with several other 

sophisticated approaches. 

Keywords: Random Forest, Machine Learning, Query, SQL Injection, 

Hyperparameter 
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