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MOTro

There is only one thing that makes a dram impossible to achieve: the fear of
failure. - Paulo Coelho

The three great essentials to achieve anything worth while are: Hard work, Stick-
to-itiveness, and Common sense. - Thomas A. Edison

We've all got both light and dark inside us, what matters is the pat we choose to
act on, that's who we really are - Sirius Black
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INISARI

Keamanan meruprkan  salah satu  faktor penting yang perlu diperhatikan

pada jaringan  komputer.  Setiap  tahunnya  beragam  serangan  terhndap jaringan

selalu mengalani penin8katan. SMK Islam Moyndan telch memilild laboratorium

komputer  dengan  fasilitas  e-learning  dan  terhubung  ke  internet,  namun  belum

dilengkapi   dengan   metode   kcamanan   server   yang   dapat   mendeteksi   dan

menchentikan apabila teriadi serangan.

Untck    mengatasi    permasalchan    di    alas,    maka    peneliti    mencoba

menganalisis sebuah metode keamanan, yaitu Infusion prevention System (lps)

yang dapat mendeteksi dan menghentikan sezrmgan pada jaringan secan otomatis
dengan  menggunakan  aplikasi  snort  berbasis  open  source  dengan  pendekatan

signatue based detection.

Ilengan  diterapkannya  sistem  ini  diharapkan  dapat  meningkatkan  segi

keamanan jaringan.  Setiap aktifitas jaringan akan dicocokkan dengan m]es yang

telch   ditentukan.    ApabiLa   ditemukan    aktifitas   yang   mencurigakan,    maha

administrator ahan mendapatlcan peringatan dini dan aktifitas akan diblok secara

otomatis oleh sistem.

Kate Kunci : Keanamn, FhewalJ, Snort IDS, lps
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ABSTRACT

Secwity  is  one  Of the  importaut factors  that  need to  be  considered  in

computer networks.  Every year various attacks on the network always increase.

Mbyudan Islamic Vocational School has a coxpputer laboratory with e-learning

i;acilities  and  is  connected  to  the  internet,  but  it  is  nat  equipped with a  server

security method that can detect and stop when an attack ocatrs.

To overcome the above problems, the researchers tried to arralyze a security

method, namely lntnLsion Prevention System aps) that can detect and stop attacks

on the network automatically by using an open source snort application using the

signature based detection qpproach`

With the implemataton Of this aystem it is expected to improve network

security.  Every  network  activity will  be  matched with  predetermined  rules.  If

suspicious activity is fiound. the administrator will get an early warni:ng and the

activity will be outomatcally blocked ky the system.

Keywords: Security, Firewall, S:nort, IDS, lps
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