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INTISARI

Kemanan jaringan saat ini menjadi kebutuhan yang sangat penting dalam

menjaga validitas dan integeritas data bad pG7gggrow7ey&.  Sistem hams di]indunri

dari berbagai macam serangan dan usaha penyusupan oleh pihak yang tidrk berhak,

serangan  yang  dapat  mengganggu  dan  bahkan  merusak  sistem  koneksi  antar

perangkat  yang  terhubung  akan  sangat  berbahaya.   IDS  (/#tws,g;.on  Defecrj`o#
A)is/em) adalah sebuali ap]ikasi perangkat lunak yang   dapat mendeteksi aktifitas

yang mencurigakan dalam sebuah sistem jaringan, melakckan analisis dan mencari

bukti dari percobaan jutr2it/er (penyusup),

WIDS ( Wzre/ess /#frl4Lus7.o7? Defec/jo# Sys/e") mampu mendeteksi serangan

DOS (De#i.cr/ a/Se~;ce), Pj.#g C}rDecrf/3, Menerapkan pada sistem opersi Linux

menggunakan Snort, ACID, BASE, Bang/and, pada mesin sensor IDS dan Jp/czb/es

sebagal  penaganan dari  serangan yang mengancam.  Penelitian ini  ialah instalasi

aplikasi IDS beserta dengan sensor IDS, uji alrfufitas normal, pengLtjian performa

memori, dan pengujian respon deteksi.

Metode yang saya gunakan adahah SPDLC (Sec#rfty Po/jcj/ Deve/ap"e#/

I,j/e Cyc/e). Hasil penelitian iri menyimpulkan bahwa IDS yang di terapkan dapat

mendeteksi intruder atau penyusup pada mesin  sensor IDS yang ditampjlkan pada

BASE (Basjc 4#a/ys7.s c"d Scc3ar7fy E#gi.jge).  Aplikai sistem keamanan jaringan

DS (Intrussion Detection System) berbasis open source.

Kz\ta RTunct..    Wireless,DS (Intrussion Detection system), BASE (Basic Analysis

and Security Engine), Kcarneman laringarL. Lin:ux, Snort, Iptables, open source.
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ABSTRACT

Network security is now a very important requirement in maintaining data

validity  and  integrity for  its  users.  The  system  must be  protected from  various

attacks and infiltration efforts by unauthorized parties, attacks that can interfere

and  even damage  the connection system  between  connected  devices  will  be very

dangerous.  IDS  (Intrusion Detection  System)  is  a software  application that  can

detect  suspicious  activities  in  a  network system,  conduct  analysis  and  look f;or

evidence from intrmder experiments (intruders).

WIDS (Wireless Intrusion Detection System) is able to detect DOS (Denial

Of  Service)  attacks,  Ping  Of  Death,  Implement  Linwc  operating  systems  using

Snort. ACID. BASE, Barnyard, on IDS sensor machines and lptables as a defense

from  threatening  attacks.  This  research  is  the  installation  Of IDS  applications

along with IDS sensors,  normal activity tests,  memory performance  testing,  and

detection response testing.

The method I use is SPDLC (Security Poliey Development Life Cycle). The

results   Of  this   study   conclude  that   the   applied   IDS   cc!w   de,tect   intruders   or

intruders  on  the  IDS  sensor  machine  displa.`yed  on  BASE  (Basic  Analysis  and

Security Engine). The application Of the IDS (Intrusion Detection System) network

security system is based on open source.

Keyword:   Wireless,   Intrusion   Detection   System   (IDS),   Basic   Analysis   and

Security Engine (BASE), Network Security, Linux, Snort, Iptables, open source.
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