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INTISARI

Implementasi teknologi cloud computing pada berbagai sektor industri dan
kebutuhan manusia saat ini sudah sangat populer. Banyak perusahaan besar
melakukan migrasi teknologi ke infrastruktur cloud. Cepatnya perkembangan
development dari sisi teknologi dan arsitektur cloud computing menjadi tantangan
baru pada kasus digital forensik dalam mencari bukti potensial dalam penanganan
kasus cybercrime. Proses akuisisi atau data collection pada teknologi cloud banyak
memiliki perbedaan dibandingkan arsitektur on-promise karena adanya teknologi
baru di belakangnya. Untuk mendukung investigator dalam analisis forensik di
sektor cloud, penelitian ini akan membahas proses investigasi barang bukti dengan
studi kasus hacking pada VM Google Cloud, yang merupakan layanan
infrastructure as a service (IAAS) milik provider Google Cloud menggunakan
metodologi National Institute of Standards Technology (NIST). Investigasi barang
bukti berdasarkan kombinasi hasil akuisisi data VM image storage dan kombinasi
artefak inbound / outbound traffic yang bisa didapat pada layanan VPC Flow Logs.

Kata kunci: Incident Response, Digital Forensic, Cloud Forensic, Cloud

computing
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ABSTRACT

The implementation of cloud computing technology in various industrial
sectors and human needs is currently very popular. Many large companies are
migrating technology to cloud infrastructure. The rapid development in terms of
technology and cloud computing architecture is a new challenge in digital forensic
cases in finding potential evidence in handling cybercrime cases. The acquisition
process or data collection in cloud technology has many differences compared to
the on-promise architecture because of the new technology behind it. To support
investigators in forensic analysis in the cloud sector, this study will discuss the
process of investigating evidence with hacking case studies on Google Cloud VMs,
which are infrastructure as a service (IAAS) services owned by Google Cloud
providers using the National Institute of Standards Technology (NIST)
methodology. ). Investigation of evidence based on a combination of VM image
storage data acquisition results and a combination of inbound / outbound traffic
artifacts that can be obtained on the VPC Flow Logs service

Keyword: Incident Response, Digital Forensic, Cloud Forensic, Cloud

computing
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