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INTISARI

Serangan jaringan mengikuti perkembangan teknologi itu sendiri. Dengan
banyaknya lalu lintas data dan beragam jenis trafik yang sedang berjalan, sulit
membedakan antara trafik normal dan trafik serangan. Serangan DDoS adalah
termasuk salah satu serangan yang semakin berkembang dan cukup sulit dibedakan
dengan trafik normal. Maka dari itu diperlukan sebuah metode untuk meningkatkan

Kinerja deteksi serangan.

Pada penelitian ini, untuk meningkatkan kinerja deteksi serangan DDoS
yang semakin sulit dibedakan dengan trafik normal, maka dapat dilakukan metode
seleksi fitur untuk membantu kinerja algoritma klasifikasi untuk mendeteksi
jaringan normal dengan serangan. Peneliti menggunakan seleksi fitur berbasis CFs-
PSO Search untuk meningkatkan kinerja klasifikasi salah satu algoritma terbaik

yaitu J48, Naive Bayes, dan RBF Network.

Berdasarkan hasil penelitian, diterapkan algoritma J48, Naive Bayes dan
RBF Network dihasilkan tingkat akurasi yaitu 99,89%, 97,73%, dan 99,19%,
setelah dilakukan seleksi fitur dengan metode CFs-PSO Search akurasi yang
dihasilkan yaitu 99,96%, 99,25%, dan 99,41%. Dari penelitian terjadi peningkatan
akurasi yang cukup signifikan pada semua algoritma klasifikasi dan paling tinggi
diraih oleh algoritma J48. Dari hasil penelitian terbukti bahwa CFs-PSO Search

mampu menghilangkan atribut redundan.

Kata Kunci: serangan DDoS, cfs-pso search, Algoritma Radial Basis Function,
CIC-DD0S2019
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ABSTRACT

Network attacks follow the development of the technology itself. With so
much data traffic and various types of traffic running, it is difficult to distinguish
between normal traffic and attack traffic. DDoS attacks are one of the attacks that
are growing and quite difficult to distinguish from normal traffic. Therefore we

need a method to improve the performance of attack detection.

In this study, to improve the performance of detecting DDoS attacks which
are increasingly difficult to distinguish from normal traffic, a feature selection
method can be used to help the performance of the classification algorithm to detect
normal networks with attacks. Researchers use feature selection based on CFs-PSO
Search to improve the classification performance of one of the best algorithms,

namely J48, Naive Bayes, and RBF Network.

Based on the results of the study, the J48, Naive Bayes and RBF Network
algorithms were applied to produce accuracy levels of 99.89%, 97.73% and
99.19%, after feature selection was carried out using the CFs-PSO Search method
the resulting accuracy was 99.96 %, 99.25%, and 99.41%. From the research, there
was a significant increase in accuracy for all classification algorithms and the
highest was achieved by the J48 algorithm. From the research results it is proven

that CFs-PSO Search is able to eliminate redundant attributes.

Keyword: classification, DDoS, radial basis function algorithm, CIC-DD0S2019
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