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INTISARI

Keamanan menjadi isu yang paling penting di era informasi. Untuk
menjamin keamanan komunikasi, metode Kkriptografi dapat digunakan untuk
mengenkripsi pesan sebelum mengirim dan mendekripsi untuk semua pesan yang
diterima. Salah satu metode kriptografi yang dapat digunakan adalah metode GOST
(Government Standard). Proses utama adalah pembentukan S-Box meja,
pembentukan kunci, enkripsi dan dekripsi proses. Kompleksitas metode ini adalah
dalam proses pembentukan S-Box tabel dan pembentukan kunci. Proses enkripsi dan
dekripsi pada metode GOST hanya operasi XOR antara plaintext dan bit kunci untuk
menghasilkan operasi® ciphertext atau XOR antara kunci untuk menghasilkan
ciphertext dan plaintext.

Algoritma Gost merupakan blok cipher 64 bit dengan panjang kunci 256 bit.
Algoritma adalah algoritma enkripsi sederhana iterates total 32 putaran (putaran).
Untuk -mengenkripsi plaintext pertama kali dipecah menjadi 64 bit 32 bit ke L, Kiri
dan 32 bit ke kanan, R. Subkunci (subkey) untuk putaran i adalah Ki. Pada putaran
ke-i operasi adalah sebagai berikut:

Li=Ri-1
Ri = Li-1 @ f (Ri-1, Ki)

Secara struktural, Gost algoritma mirip dengan DES (Data Encryption Standard).

Setelah sepenuhnya dikembangkan Hasil dari tesis analisis, penulis menarik
kesimpulansebagaiberikut:

1. Membuat modul metode kriptografi belajar GOST membutuhkan dua
komponen penting, yaitu MSFlexGrid (Microsoft FlexGrid) digunakan sebagai
meja dan Pengendalian Dialog umum digunakan untuk membuka Open atau
Save kotak dialog.

2. ' Perangkat lunak ini dapat membantu memahami bagaimana khususnya metode
atau algoritmaGOST.

3. Proses pembentukan kunci untuk metode ini sangat sederhana sedangkan
enkripsi GOST dan proses dekripsi panjang dan rumit.

Kata Kunci: Kriptografi, metode GOST, Enkripsi Teks, Teks Dekripsi
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ABSTRACT

Security being the most important issue in the information age. When the
communication channels are used less secure, then hackers will easily break the existing
channel and tap all communication happens. To ensure the security of communications,
cryptographic methods can be used to encrypt the message before sending and decrypt to
all messages received. One of cryptographic methods that could be used is the method of
GOST (Government Standard). The main process is the formation of S-Box table, the
formation of the key, the encryption and decryption process. The complexity of this method
are in the process of formation of S-Box tables and key establishment. The process of
encryption and decryption on the method of GOST just a XOR operation between the
plaintext and key bits to produce ciphertext or XOR operation between keys to produce the
ciphertext and the plaintext:

GOST is an acronym for "Gosudarstvennyi Standard" or "Government Standard".
GOST method is a block cipher algorithm developed by a national of the Soviet Union. This
method was developed by the Soviet Union during the cold war to hide data or confidential
information during communication. Algorithm Gost is a 64 bit block cipher with a key length
of 256 bits. The algorithm is simple encryption algorithm iterates a total of 32 rounds
(round): To encrypt the plaintext is first broken down into 64 bit 32 bit to the left, L and 32
bits-to the right, R. Subkeys (subkey) for round i is Ki. At the i-th round of operations is as
follows:

Li=Ri-1
Ri = Li-1 @ f (Ri-1, Ki)

Structurally, Gost algorithm similar to DES (Data Encryption Standard). DES is a block

cipher with a key length of 64 bits 56 bits. This algorithm iterates as many as 16 rounds of

encryption algorithms (round). Since the key length is only 56 bits, making the algorithm is

very prone to be a brute force that is currently used 3 pieces of DES in order to encrypt a

paintext called Triple DES. Key length is also extended 3 times to 168 bits (56 * 3 =

168).GOST weakness known until now is because of its key schedule simple so in certain
circumstances be a weak point of the method as Related-key cryptanalysis cryptanalysis.

But this can be overcome by passing the key to the functioning-of a strong cryptographic

hash such as SHA-1, and then use the results to input initialization hash key). The

advantage of this method is the speed GOST pretty good, although not as fast but faster
than Blowfish IDEA.

Once fully developed The results of the analysis , the authors draw the following
conclusion :

1. Making learning module cryptographic GOST method requires two important
components, namely MSFlexGrid (Microsoft FlexGrid) used as a table and the
Common Dialog Control is used to open the Open or Save dialog box.

2. This software can help understanding how the particular method or algorithm GOST.

3. The process of formation of the key to the method is very simple whereas GOST
encryption and decryption process is long and complicated.

Keywords: Cryptography, method of GOST, Text Encryption, Decryption Text
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