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INTISARI 

 Implementasi teknologi cloud computing pada berbagai sektor industri dan 

kebutuhan manusia saat ini sudah sangat populer. Banyak perusahaan besar 

melakukan migrasi teknologi ke infrastruktur cloud. Cepatnya perkembangan 

development dari sisi teknologi dan arsitektur cloud computing menjadi tantangan 

baru pada kasus digital forensik dalam mencari bukti potensial dalam penanganan 

kasus cybercrime.  

Proses akuisisi atau data collection pada teknologi cloud banyak memiliki 

perbedaan dibandingkan arsitektur on-promise karena adanya teknologi baru di 

belakangnya. Untuk mendukung investigator dalam analisis forensik di sektor 

cloud, penelitian ini akan membahas proses investigasi barang bukti dengan studi 

kasus hacking pada AWS EC2 instance, yang merupakan layanan infrastructure as 

a service (IAAS) milik provider Amazon Web Service (AWS) menggunakan 

metodologi National Institute of Standards Technology (NIST).  

Investigasi barang bukti berdasarkan kombinasi hasil akuisisi data EC2 

image storage, memori ram dan kombinasi artefak inbound / outbound traffic 

yang bisa didapat pada layanan AWS Flow Logs. Hasil yang diperoleh dari ketiga 

teknik analisis diatas mampu membuktikan skenario serangan yang telah dibuat.  

 

Kata kunci: Incident Response, Digital Forensic, Cloud Forensic, Cloud 

computing 
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ABSTRACT 

The implementation of cloud computing for various industrial sectors and 

various areas of human life is very popular in recent years. Many companies are 

starting to shift business-critical workloads to cloud infrastructure, such as 

Amazon Web Services. The rapid development of cloud architecture technology 

creates new challenges in the field of digital forensics to find potential evidence 

against criminal activities in cloud environment cases.  

The process of investigator access to evidence, identify, data collection, 

preservation, and analysis will be slightly different than the investigation on-

premise architecture because of various unique cloud environments such as large 

storage capacity, geographic backend, multi-tenancy and data access control. To 

assist the investigator in the cloud forensic area, this paper is presented to 

provide specific information about performing potential analysis evidence of AWS 

EC2 instance hacking as a case study using  the National Institute of Standards 

Technology (NIST) methodology.  

Evidence analysis is based directly on EC2 image storage, memory ram 

and artifact combinations from inbound / outbound traffic AWS Flow Logs 

service. The results obtained from the three techniques above are able to create 

scenarios that have been created. 

 

Keyword: Incident Response, Digital Forensic, Cloud Forensic, Cloud 

computing 
 

 

 


