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DAFTAR ISTILAH

Cybercrime : Kejahatan dunia maya.

Penipuan : Tindakan kriminal tipu kebehongan.

Forensik Digital : mengidentifikasi,menganalisa, kasus digital.
Metode NIST : (National Institute of Standards and Technology)

estigasi forensik.

peralatan canggih

lektronik, dan

Laporan bukti yang s

. (Standard operating proc

sudah ter-standarisasi secara kro
Penyelidikan, mencatat dan
peninjauan.
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INTISARI

Kejahatan digital atau yang dikenal dengan cybercrime saat ini sangat rentan
dengan menggunakan aplikasi instant messenger (IM) vyaitu WhatsApp.
WhatsApp menjadi sasaran para penjahat cybercrime (penipuan). Perkembangan
aplikasi WhatsApp sangat pesat karena berbagi fitur dalam mendukung pengguna
untuk berkomunikasi dan bertukar informasi sehingga banyak oknum yang
melakukan kejahatan cybercrime dengan-penipuan pada aplikasi WhatsApp di
smartphone Android.

Analisis dilakukan untukimplementasi bukti dan jejak digital yang
dilakukan secara live forensik menggunakan metode NIST (National Institute of
Standards -and Technology) vyaitu Collection, Examination, Analysis, dan
Reporting. Proses investigasi menggunakan alat seperti MOBILedit Forensics,
Oxygen Forensics, dan FTK Imager. Persentase bukti yang ditemukan adalah
40%, oleh karena itu peneliti menawarkan proses Informal menggunakan metode
rooting untuk pemulihan akses data.

Hasil dari implementasi ekstraksi data adalah file media, 2 gambar, 1 video,
3 percakapan, 11 kontak, 2 database, artefak, 3 avatar, 4 file data, dan hampir. 80%
data berhasil direcovery menggunakan metode rooting. Sehingga kasus yang
ditemukan seperti percakapan dalam modus penipuan, gambar dan video.
Informasi hasil perkara digunakan sebagai bukti laporan dalam penanganan kasus
cybercrime di aplikasi WhatsApp. Barang bukti akan digunakan sebagai tindak
pidana penipuan yang terjadi pada aplikasi WhatsApp berbasis smartphone
android dan sistem pembuktian dalam kasus cybercrime (penipuan) ditentukan
berdasarkan Pasal 378 KUHP. Barang bukti dan keterangan saksi mengacu pada
dokumen elektronik dan bukti hukum hasil cetak yang sah sebagai pelaku
cybercrime (penipuan). Undang-Undang Nomor 19 Tahun 2016 Pasal 28 ayat (1)
dan Pasal 45 A ayat (1) UU 19/2016.

Kata kunci: Forensik Digital, Forensik Seluler, Kejahatan Dunia Maya,
Messenger Whatsapp, Live Forensik, Prosedur Forensik
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ABSTRACT

Digital crime or what is known as cybercrime is currently very vulnerable
by using instant messenger (IM) applications, namely WhatsApp. WhatsApp is the
target of cybercrime (fraud) criminals. The development of the WhatsApp
application is very rapid because it shares features in supporting users to
communicate and exchange information so that many individuals commit
cybercrime crimes with fraud on the WhatsApp application on an Android
smartphone.

The analysis was carried out for the implementation of digital evidence and
traces carried out by live forensics using the NIST (National Institute of Standards
and Technology) method, namely Collection, Examination, Analysis, and
Reporting. The investigation process uses tools such as MOBILedit Forensics,
Oxygen Forensics, and FTK Imager. The percentage of evidence found was 40%,
therefore the researcher offers an informal process using the rooting method for
data access recovery.

The results of the data extraction implementation were media files, 2
images, 1 video, 3 conversations, 11 contacts, 2 databases, artifacts, 3 avatars, 4
data files, and almost 80% of the data were successfully recovered using the
rooting method. So that cases that are found such as conversations in fraud mode,
pictures, and videos. Information on the results of the case is used as evidence for
reports in the handling of cybercrime cases on the WhatsApp application.
Evidence will be used as a criminal act of fraud that occurs on the WhatsApp
application based on an android smartphone and the evidence system in
cybercrime (fraud) cases is determined based on Article 378 of the Criminal
Code. Evidence and witness testimony refer to electronic documents and printed
results of Formal evidence that are valid as perpetrators of cybercrime (fraud).
Law Number 19 the Year 2016 Article 28 paragraph (1) and Article 45 A
paragraph (1) Law 19/2016.

Keyword: Digital Forensic, Mobile Forensic, Cybercrime, Whatsapp Messaging,
Live Forensic, Prosedur Forensic
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