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INTISARI

Salah satu teknik bidang digital forensik dalam proses mengumpulkan
bukti-bukti untuk mengungkap sebuah kasus cybercrime yakni live forensic.
Berbeda dengan teknik tradisional forensik, teknik live forensic memungkinkan
investigator memperoleh data Volatile yang tersimpan pada memori sistem
(RAM). Terdapat banyak artefak sensitif dapat diperoleh menggunakan teknik
live forensic.

Pada penelitian ini, penulis akan menganalisis berbagai bukti potensial
yang terdapat pada RAM dengan skenario yang sudah dibuat menggunakan
metodologi National Institute of Standards Technology (NIST). Metodologi ini
dipilih karena kerangka prosedur yang cocok untuk diterapkan pada penanganan
insiden secara lebih efektif dalam banyak kasus live forensic. Penelitian ini
berfokus pada evaluasi perbandingan performa 3 tool open-source live forensic
dalam menganalisis beberapa bukti yang telah ditemukan.

Proses akuisisi serta imaging memori RAM menggunakan tool FTK
Imager dan sudah dilakukan perbandingan md5 checksum untuk menjaga keaslian
bukti digital. Terdapat berbagai hasil yang diperoleh dari berbagai perbandingan
tools tersebut, mulai Volatility mampu menemukan artefak 90%, Rekall 70% dan
Redline 45%.

Kata kunci: Live Forensic, Digital Forensic, Cybercrime, NIST
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ABSTRACT

One of the techniques in the field of digital forensics in the process of
collecting evidence to uncover a case of cybercrime that is live forensic. Unlike
traditional forensic techniques, live forensic techniques allow investigators to
obtain Volatile data stored on system memory (RAM). There are many sensitive
artifacts that can be obtained using live forensic techniques.

In this study, the authors will analyze various potential evidence contained
in RAM with scenarios that have been created using the methodology of the
National Institute of Standards Technology (NIST). This methodology was chosen
because of the framework of procedures suitable for applying to incident handling
more effectively.in many live forensic cases. This study focuses on evaluating the
performance comparison of 3 live forensic open-source tools.in analyzing some of
the evidence that has been found.

The acquisition and imaging process of RAM memory uses the FTK
imager tool and an md5 checksum comparison has been carried out to maintain
the authenticity of digital evidence. There are various results obtained from
various comparisons of these tools, starting with Volatility being able to find 90%
artifacts, 70% Rekall and 45% Redline.

Keyword: Live Forensic, Digital Forensic, Cybercrime, NIST



