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INTISARI

Saat ini tor network melalui media Tor Browsernya menjadi akses dan
sarana pelaku cybercrime dalam melakukan aktivitas ilegal di deep web. Berbagai
teknik digital forensik terus berkembang dalam upaya mengumpulkan bukti
kritikal dalam proses mengungkap kasus cybercrime. Salah satu teknik nya adalah
live forensic, dimana dengan teknik ini.investigator memungkinkan mendapat
data volatile yang tersimpan pada ram, pagefile ataupun hibernation file. Data
pada memori ram menjadi sumber bukti digital yang sangat sensitif karena
menyimpan banyak informasi-penting ketika sistem dalam keadaan hidup (real
time) seperti program yang berjalan, chat logs, network connections atau bahkan
cryptographic keys.

Fokus penelitian ini akan mengevaluasi dan menganalisis bukti potensial
memori ram dengan studi kasus TOR Browser Bundle menggunakan metode
National Institute of Standards Technology (NIST). Hasil penelitian ini adalah
pembuktian temuan berbagai artefak penting dari skenario dan eksperimen
sehingga dapat menjadi bukti digital yang valid dalam proses mengungkap tindak
kejahatan.

Mekanisme atau metode live forensics yang digunakan untuk mendapatkan
bukti digital ada 4 (empat) proses yang efektif, yaitu akuisisi, eksaminasi, analisis,
dan laporan. Skenario aktifitas browsing pada penelitian terbatas pada pencarian
search engine, pengiriman email, mengunjungi website dan mendownload
gambar. Berdasarkan teknik analisa live forensic dengan barang bukti memori
ram, hasil akhir yang diperoleh peneliti mampu membuktikan scenario aktifitas-
tersebut.

Kata kunci: Live Forensic, TOR Browser, Anti Forensic
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ABSTRACT

Currently, the Tor network has access to many cybercriminals and
terrorists doing illegal activities on the dark web. For this reason, various digital
forensic techniques continue to evolve to gather important evidence in
investigating cybercrime cases effectively. One method is live forensic, which
allows investigators to obtain volatile data stored in random access memory,
pagefile, or hibernation files. Data on.memory ram becomes a valuable source of
forensic evidence because it storesa lot of critical information when the system is
on (real-time activity) such as running programs, chat logs, network connections,
user password, or cryptographic keys.

This research focuses on evaluating and analyzing potential evidence of
memory ram image with the TOR Browser Bundle case study using the National
Institute of Standards Technology (NIST) method. The results of this research
prove the findings of various important artifacts from scenario experiments that
become valid digital evidence in the process of uncovering the cybercrime cases.

There are 4 (four) effective processes or live forensics methods used to
obtain digital evidence, namely acquisition, examination, analysis, and reports.
The scenario of browsing activity in research is limited to search engine searches,
sending e-mails, visiting websites and downloading images. Based on the live
farensic analysis technique with ram memory evidence, the final results obtained
by the researcher were able to prove the activity scenario.

Keyword: Live Forensic, TOR Browser, Anti Forensic
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