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INTISARI 

Penilaian keamanan informasi merupakan salah satu bentuk kesadaran 

terkait serangan dunia maya yang selalu meningkat dari tahun ke tahun. Proses 

penilaian bisa dilakukan oleh tim internal dan eksternal misalnya tenaga ahli 

dibidang kemanan informasi (Penetration Tester). Tahapan penilaian oleh Tim 

internal tentu berbeda dengan tim eksternal. Tim eksternal dalam melakukan 

asesmen perlu mempelajari atau mendapatkan informasi sebanyak mungkin 

terkait sasaran. Tahap ini biasanya disebut sebagai information gathering atau 

reconnaissance. Oleh karena itu kami membutuhkan aplikasi yang mendukung 

Pengumpulan Informasi yang efektif dan efisien untuk membantu analisis dan 

pelaporan.  

Masih banyak aplikasi information gathering atau reconnaissance yang 

belum melakukan pengintaian secara otomatis serta menyertakan sistem pelaporan 

dan validasi data. Jadi dalam penelitian ini diusulkan untuk membuat aplikasi 

untuk mendukung tahapan information gathering atau reconnaissance yang mana 

memudahkan peneliti, analis keamanan siber, penetration tester dan bug hunter.  

Sudomy sebagai salah satu alat yang bisa digunakan dalam pengumpulan 

subdomain dan analisa secara otomatis. Sudomy dibangun untuk mempermudah 

kegiatan dalam pengumpulan informasi dan melengkapi tools yang diperlukan 

pentester dan bug hunter dengan membuat proses menjadi lebih efektif dan 

efisien. 

Sudomy juga telah di presentasikan di beberapa konferensi seperti IT 

Security Conference terbesar di Indonesia (IDSECCONF) dan Conference on 

Engineering and Applied Sciences (2nd InCEAS). 

Kata kunci: Sudomy, Reconnaissance, Information Security, Penetration Tester 
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ABSTRACT 

 

Information security assessment is a form of awareness regarding cyber 

attacks that always increases from year to year. The assessment process can be 

carried out by an internal team and / or external auditor. The stages of 

assessment by the internal team are certainly different from those of external 

parties. External auditors in conducting assessments need to learn or get as much 

information as possible related to the target. This stage is usually referred to as 

Information Gathering. Therefore we need applications that support effective and 

efficient Information Gathering to assist in analysis and reporting. There are still 

many Information Gathering applications that do not yet include reporting and 

data validation systems. On this research, it is proposed to develope an 

application for support the Information Gathering stage which makes it easier for 

Cyber Security researchers/analysts. 

There are still many information gathering or surveillance applications 

that do not do automatic surveillance and include reporting and data validation 

systems. So in this study it is proposed to create applications to support the 

information or reconnaissance stage which makes it easier for researchers, 

cybersecurity analysts, penetration testers and bug hunters. Sudomy is a tool that 

can be used to study subdomains and analyze them automatically. Sudomy was 

built to facilitate activities in increasing information and completing the tools 

needed by pentesters and bug hunters by making the process more effective and 

efficient. 

Sudomy has also been presented at several orders such as the largest IT 

Security Conference in Indonesia (IDSECCONF) and the Conference on 

Engineering and Applied Sciences (2nd InCEAS). 
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