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INTISARI

Kemajuan teknologi informasi pada zaman sekarang semakin meningkat, data
Hootsuite We are social pada februari 2022 pengguna whatsapp di Indonesia
sebanyak 88,7% sehingga hal ini dapat berdampak positif dan negatif. Dampak
negatif yaitu semakin meningkat kejahatan dunia maya, salah satu tindakan
kejahatan yang sering terjadi ialah kasus prostitusi online dengan memanfaatkan
aplikasi Instant Messenger (IM) yang sangat populer yaitu whatsapp untuk saling
bertukar pesan, gambar, logs, kontak. Kejahatan tersebut dilakukan, dengan
menghapus barang bukti pada aplikasi whatsapp.

Proses akuisisi-data pada smartphone android terkait dengan kasus prostitusi
online. Oleh karena itu, diperlukan teknik digital forensik dalam melakukan
investigasi untuk mendapatkan bukti digital pada kasus prostitusi online dengan
menggunakan metode penelitian National Institute of Standard and Technology
(NIST) yang terdiri dari 4 tahapan vyaitu collection, examination, analysis,
reporting.

Hasil penelitian dari proses teknik digital forensik, dapat disimpulkan bahwa
proses yang dilakukan dengan panduan digital forensik dalam menggali barang
bukti pada aplikasi whatsapp berbasis android dengan menggunakan metode
National Institute of Standard and Technology (NIST) barang bukti digital pada
whatsapp yang telah terhapus berhasil didapatkan dengan bantuan tools Oxygen
Forensic SQLite Viewer data yang diperoleh berupa chat, log panggilan, kontak,
gambar. Sedangkan Mobiledit Forensik mampu mengembalikan data yang terhapus
berupa kontak, log panggilan, gambar, data chat tools Mobiledit tidak berhasil
mengembalikannya. Dari masing-masing tools yang digunakan memiliki
kekurangan serta kelebihannya dalam mendeteksi barang bukti digital pada
smartphone android.

Kata kunci: Mobiledit, WhatsApp, CyberCrime, Android, NIST
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ABSTRACT

Advances in information technology today are increasing, Hootsuite We are
social data in February 2022 whatsapp users in Indonesia were 88.7% so this can
have both positive and negative impacts. The negative impact is the increase in
cyber crime, one of the crimes that often occurs is online prostitution cases by
utilizing the very popular Instant Messenger (IM) application, WhatsApp to
exchange messages, pictures, logs, contacts. The crime was committed by deleting
evidence on the WhatsApp application.

The data acquisition process on-an Android smartphone is related to online
prostitution cases. Therefore, digital forensic techniques are needed in carrying out
investigations to obtain digital evidence in online prostitution cases using the
National Institute of Standards and Technology (NIST) research method which
consists of 4 stages, namely collection, examination, analysis, reporting.

The results of the research from the process of digital forensic techniques, it
can be concluded that the process carried out with digital forensic guidance in
digging up evidence on the Android-basedWhatsApp application using the
National Institute of Standards and Technology (NIST) method. Digital evidence
on WhatsApp that has been deleted was successfully obtained by the help of Oxygen
Forensic SQLite Viewer tools, the data obtained is in the form of chats, call logs,
contacts, pictures. Meanwhile, Mobileedit Forensics is able to restore deleted data
in the form of contacts, call logs, pictures, data chat tools, Mobiledit failed to
restore it. Each of the tools used has advantages and disadvantages in detecting
digital evidence on Android smartphones.

Keyword: Mobiledit, WhatsApp, CyberCrime, Android, NIST
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