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INTISARI 

 

Coronavirus menjadi pandemic yang dirasakan dampaknya secara global di 

setiap negara. Selain ancaman kesehatan terdapat juga ancama dalam bidang 

teknologi yang disebut sebagain Cyberattack. Ancaman Cyberattack dapat berupa 

malware, email scam, ransomware, dan malicious domains. meningkatnya  isu  

wabah  Covid-19  hal  ini  dimanfaatkan  oleh threat actor dengan menyebarkan 

aplikasi terkait utilitas Covid-19 namun telah ditambahkan fungsi malicious. Salah 

satunya melalui aplikasi mobile  bernama Corona Virus Tracker yang diunduh 

melalui domain coronavirusapp.site. 

Aplikasi  Corona  Virus  Tracker  berfungsi  sebagai  aplikasi  tracking  area 

yang terdampak Covid-19. Ketika setelah di instal, aplikasi akan meminta 

permission  antara  lain  yaitu  lockscreen  dan  ignore  battery  optimization.  Ignore 

Battery Optimization digunakan sebagai metode persistence dengan mengabaikan 

kondisi baterai yang lemah untuk mematikan aplikasi. Permission lockscreen 

digunakan threat actor untuk mengenkripsi perangkat korban, ketika aplikasi telah 

berhasil di instal.  

Analisis dilakukan dengan mengunakan metode reverse engineering. dalam 

melakukan reverse engineering mengunakan tools apktool, jd-gui, dan Dex2jar. 

Aplikasi Corona Tracker termasuk ke dalam mobile ransomware dengan kunci 

offline. Kunci dekripsi dapat ditemukan di dalam baris kode aplikasi (hard encoded) 

yaitu 4865083501. 

Kata kunci: Coronavirus, Android, Ransomware, Kalilinux 
 

  



 

 

15 

 

Abstract 

 

Coronavirus is a pandemic that is being felt globally in every country. In 

addition to health threats, there are also threats in the field of technology called 

Cyberattack. Cyberattack threats can include malware, email scams, ransomware, 

and malicious domains. The increasing issue of the Covid-19 outbreak has been 

exploited by threat actors by spreading applications related to the Covid-19 utility, 

but malicious functions have been added. One of them is through a mobile 

application called Corona Virus Tracker which is downloaded via the 

coronavirusapp.site domain. 

The Corona Virus Tracker application functions as a tracking application 

for areas affected by Covid-19. Once installed, the application will ask for 

permissions, including lockscreen and ignore battery optimization. Ignore Battery 

Optimization is used as a persistence method by ignoring low battery conditions to 

kill applications. Permission lockscreen is used by threat actors to encrypt the 

victim's device, when the application has been successfully installed. 

The analysis was carried out using the reverse engineering method. in doing 

reverse engineering using tools apktool, jd-gui, and Dex2jar. Corona Tracker 

application belongs to mobile ransomware with offline lock. The decryption key can 

be found in the application code line (hard encoded) which is 4865083501. 
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